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(57)Abstract: 

PROBLEM TO BE SOLVED: To synchronize personal 
information among various types of devices. 
SOLUTION: A first data package is provided with an 
identification number, an action, and a plurality of fields. 
A second data packet is provided with a second 
transaction following the first transaction. The second 
transaction is provided with an identification number, 
action, and fields having attributes. A base rolling engine 
decides whether or not the identification number of the 
second transaction corresponds to the identification 
number of the first transaction, and decides whether or 
not the identification number of the second transaction 
corresponds to one of the fields of the first transaction. 
When the identification number of the first transaction 
corresponds to the identification number of the second 
transaction, and the field of the second transaction 
corresponds to one of the fields of the first transaction, 
a first data package and a second data package are 
combined. The combined package is replaced with the 
second data package, and the first data packet is erased. 
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~> 3 >©7 1- -;b 1 -otn&t^ij^&i^t^c. m 1 
j; t>"^ 2 h y^i^ y 3 xDMSUS^A^SfS ^ 2 

b -7 >-tf' ^ V 3 >©7 -1- — ;1/ Vti^^ 1 h 7 ^If -> 3 > 
037^--;I/ F© 1 otc^tiSf S^. m 1 fcJ;U'?J5 2 
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[11*111] -r-^E^MfeAtflHlsgS/XxAtmilfl^ 
St. 

tutan 2 h ^ y-f'i' -> 3 xommms^mmsmt^w, i f 

^ 3 >cDtulBiigy#^{cm-r i) ^ 5 A^^tt 

Miem 2 F ^ y-f ^/ 3 V(DbuI57 ^' K A^HulE^ 1 
F ^ >-*f ^ a ynm^y -r Fo i otS^jS-T s *■> 

tufS^ 1 F ^ Vif 3 ^43 J;r>'tufB^ 2 F ^ 

3>'©fuEiiSiJ#^A'!SV^tmL. A^-o. tulH^2F 

i>3 yotuia^f-;!/ F© 1 otm-Ti)^,!;:, MlSii 
S'J#^^Jf F 7 i^if ^' 3 >^#-ri.iig^-r-^ 

HulH^ 2 •r-^^-'^y -5r-i;;S:tuBSe^x-i5?7^y ^-iP 
K^^mX^TMt. **«f set ^If at 1-^73 

[HlsRg^ 2 ] tuHd^ 1 -r'-^A-y ^-i;;&ft^£-ri.X 

amm 3 ] mib^ 1 x-^/^y ^-v'ttuie^ 2 -r 
- ^ / Vy -5r- >>■ t ^fj^-^t^nmit^ 
Mfsm 2 F ^ >if ^ -> 3 y(DT ^i/B ynm^^^ -f^ 

mMiM 2 F ^ ^-^f'i? 3 y(DtM?.7 '7iy^ yif' Tjiioj 

Ft. BulBm2 F^>^f^'i^3>OM!5Jittt. ^^ty 

iilj 3agi^ F 7 >-if a « X^!H t . 

fijtam 2 F 7 ^7 >• a y<rMM7 -> 3 ^A'^ r^MJ 

Ft. iiye?n2 F-5'>'^f^' V3 >©mB2«ttt, ^-sTty 
tuie$S-a F 5 V^f'i' -> 3 y^^JiSXgt . 
tuiaH 2 F -7 >^f'i7 i/ 3 >'©HuK7 i7 i> 3 rygSj 
T-asi-^t. r^pj^j r^'v'syt. 5<f)5t-S7'r-;i' 

F t ^a-tyfijia^S^ F ^ y V a § XS t . 

^n^'tit)\ iisys^t. ri^va^t. ^ti^w^ 

M'lf$E^S^-rMtt^*-r^5ti(©7^'-;l/Ft. ^tsW. 
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2 

momi v'yy^inyay^mt^mx^-^f^-j'T- 
mmm i f ^ >if a yomm < i 5 1 ^ nisu 

S^t. Ti'S/ayt. JStt^lto/c:7^'-;l/Ft. ^ 
#t?m2 F^>'+f'i7i/3y;&^'r:S^2f'-^-'^y->-- 

->*^fSS'r&t-?.X?it. 

mmm 2 f 5 ^ -> a yoMmm'smm^^mim 1 f 

A^^a^-tSXgt. 

/o MfBm 2 F 7 >-tf' 3 yomiMmmmmm 1 f 

^ Vif ^7 ly 3 >©MHBiSS'J#^t»jSf 5 . MSB l 

■3©si F7^^-9-'^'->3 y^Srisii-rsxgt. 

tuiaS 2 F ^ >-tf ^ -> 3 y(DmE.y -r -;b F A'^tuia^BiJ 

Sn;^^ 1 F7y-tfi'~>3 y(DmM7-<-!l F© l 

MiSf s*^ 1 5 A^^j*^-r §xg t . 

mi^2 h'^y^'^iyayioxtsmtimm-^nrc^i f 

^>if^'>'3>'©liSiJ#.'tA^Si/Hcj!fJSU, A^o. mlB 
^2 F^v-ff^'S'B >©tulH7-f-;l'FA^HufBiiSiJ*n 

fc^ 1 F ^ >"*f 3 ynmiy f -;F K© 1 ocmjs 
20 -ra^t. MiiEiiWy#^^Rfofci;?i-&F9>-tf^i/3 V 

^^■r ^JS^T- ^ ^ ^y ^ - v''^^ J6 i. i6 1 . Itiia^ 
1 -r - ^ 7 ^y ^ - i; t Hu f B^ 2 7^- ^ / ^y - i: 

^-r^-if^t. 

MIBm 2 X- ^ ^ ^ -y v'^tulE?a-a-f - rSf >'^y 'Jr- v>" 

CBt^xSxet. :&*li-r5;:t^i|fafri.73 

m 1 ^MtMSf^^ 1 -<-Xx-;5?/^y^-v':&S46 

iO ^fc^Z.^ mU«lij©x-5'/^y'y-->'5:ffilf?-&i.X 
^.T'^oT, ^x-^S^^^yir-i^'ti, F ^^-y'i^iy 3 > 
t. HufB^l^a©x-^tMffl*tlTU^i.-r'<T©BU 

mv^yy^^i^ayf^M-r^iMh. 

ST'ScT. ^x-rSf/^y-^-i/'fi. F^>1f^i>3> 
t. ftOHam 2Si:l©x-5ftiaffJSnTV-'§t-'^T©m 
IB F ^ >-*f 3 > t *W t- -i. Xg t . 
^ 3 SBtcMa-r^^ 3 '^-X•r-^^^y -y— >"^^46 
40 i.fci6C. aS3*ai{Ox-5?/^y'>--v';&jiiiia$-^i,X 
ST-S-^T. ^x-^/^y^r-i/tt, h^y-^'i^^ay 

t. Miaii3aB©x-^tMJistiTi/^5-r'<T©fu 
3B F ^ v-tf ^7 3 > t ^#-r i. Xf f. t . * wtii-r a ^ 

itia 

ic^if^mmj^yy'yp^icmi^n. 'f-^'fim^i.if 

iSBij#^5t. 7i'i'3>'t. in^'mm^Mm^^s-t 
50 mi&.^m-otz^%WL<oy^-)\^Yt^^tsm\ hyy^'^ 
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3 

mEM 1 h^y-^'-^-y-a yo:>m^W. < J: -5 ^ ti. iSJJiJ 

tufsm 1 h^y^'^y^ >©tuiHiisiJS^A^Huie^ 2 h 
^y-^^ya y(omsd.mm^icMfb.-r^ ii'Eo ii-^^m 

mtim Zh^y^'^ya y(r>m%l7 f KA^buEsI 1 10 
Y yf^ y a ycDsfisiy -r 1 otc*fjs-r A-" 

miiW, 1 b ^ >"*f' ^ V 3 i Miaig 2 h ^ >- 

y 3 yommy-^-^i H© 1 -ot^pfiS-rs^t, Miaii 

t Buiem 2 x-^^-^y -5r-y i:;&3g^-r 3 ^^g|5 

20 

[0 0 0 1 ] (MSfflM'NOBS) mm^ 
mti^t^r rr-^g5MfeJ;t>"|Hi,^>'XxAj T$.i>J.x 

Ttc^flUll. -r^ti*,. 2000^1^25 HffiM© 
^RiI#H^i±lSM5 0 9/490, 550 ^fte-tft, 2 
0 0 0^ 1 ^ 2 6 BfflMO^KHIff'FffilPlgO 9/4 9 
1 , 6 7 S^feiy'TRataWMIlO 9/4 9 1, 6 9 4 iO 

[0 0 0 2] (^I'PltcO^zR) *1tff (i. 

a . -fHj A A^*iJi#fFig^;t toss s ^Egfcganr I ^ 

[0 0 0 3] (fi^ffi^^^) *f|Bj5a. x-^A^^->X-r 
ATSJt * tl 5 Jgf* liil BBiiO 2 0(D -> A P^g t te 

i:)-i.x-^i|i53SK[aL. mc, yT.f-L.m^iizfmmm 40 
[0 0 0 4] (mmms) /^-yf-;i/3>tf^-^tfc 

t J; -s 7 uxmm^n octif-vt:^xo+i&icM so 



#IB 2 0 0 2 - 1 4 9 4 6 4 
4 

fe. 5im'lf$g«reilb. 7x7*+)— 7 ^-VL. -r+X 

S i^SS tt m t a; < -3 T t T ^ S „ 
[0 0 0 5] tf^^SraSO^f-f :^A'^^i(5^Dtti^t^Tfe 
©{@A1flSWa7:/'J-ir-~>3>;&jH,>T. :t7fX© 

f£^ ''^>K■^;^^*:t— :*i~f-i'+f (hand-held organize 
r) <k xl^rj^M&m^ ^- y ;i/ 3 > tf a - ijffl L 

■r-v3 >$fcaft^iSf©J:5*. ;i-7fX©=!ye 
a - tS? t ©U'dT'lRlj^J-r -i) 7 7 -f;!/?"- ^ 1 1" i. 7 

[0 0 0 6] 3S:OTteJ:r>mif^v:^-y 

^-i^> i:giJ©gMtcfeltS{iA1fS-7:?^-i^>©<fc 3 

ft 7 7° U V 3 ^©lia^ii'f gjtJ^f 5 c t C J: D , t 
ffip^iii^-^.y h°>i'"7°ai7'^i^ (intermediarysy 
nc-mapping program) *ffli/"'SC: f:t>tiXi 

fee 

[0 0 0 7] C©j:3^|Hl^©— ^llfcLTtt. 3Cotn Pal 
in O^rSS) S^U-Xstmaa®J;5*3Coni Palm 
Wmm) 0S'^-X©:t-:*ff--rif?:-fl§6^tfflv>§fe 
©:6^S^„ il©si--i3"-^^^ftt. 54i©Bg->X-rA* 
JIJi/^§A% Syraantec?±ACTK MicrosoftttOutlook iSM 
MM) te<fctf^©ffiO>'XxA©d;a*^t^iS:^^§flil 
A1fffiWay7h'>x7>'^V'^-i^^ffll^T. C©;t- 

Ttts Puma Techno! ogyttlntel I isync (giiiSS) Oi; 
a^&cf'P^lRl^yD^^Aib^iei^fc^n-So Intellisync 

^^ba-FP^tfelt5lf|gx-^i'X7"AfeJ;t;s'-y7 

i'^t^TfV^-yay-fu^'yhr'^^o bwjt- 
ti. MicrosoftaOutlook (SiSiSIf) ©nytfn.-^;^ 
-X©i'-7-l'7> F tMicrosoftfctimindows SSiS^l) 
CE "Pocket Outlook"7:/U'5r-'>3>'i:©Png©i|g;M© 

j;-5&7yu^->'3 ym(Dmmfmt'''^mi:-$>^o ^ 

mtLrii. -mmcli. m^<,£i'y-Y')l (cradle) 
tfettSPalm (^gSSg) ^/i~ytJl=iy\:^^--ii^ 



-3- 



5 

[0 0 0 8] J:tx?.©|WIi3~>X-rA© 1 oo^^tt, n 

-XA^'^MSn/c^tt. m2©x-^'<-X7b^gg$ 
-XA'5|Rl»|©r^fcfci^T^M^4aSii^t3V^< P>A^fe5 

■D<Dmt<o')^\,^-fn^ m-^ (win) j t-r^cot^^ 

-iSWta. (conflict) A^'#li-r?.3b^fc* 
•5A^^?*3^fi)i*^it& (determinant) fCfcoT. CcD 

[0 0 0 9] stififi^Kti. c(Di5mc^^mmi>i.. 

—>3>'0^i'^^7'7-y F7*-A^L-p*^Di:-9-jK- 

[0 0 10] ^<Of?!lT«. l^mo^^^tftSx-^? 

•r^^XF-r-^OJFJ^toTi/^iio ^S^ijTtt. [rI»!© JO 
MMta^T'—^ii.^ /Wf-U7*-V-y FO'MTo[ftg 
7r-Y;l/£fcfi:7-F7'n-b-y9-{c#fl:L/c3t»T-fe 

n^c/b^SA^^^^U 2 0C>7 7^;l'©e--fel^-rti>b'^if 

©7 7'r;l'5:ifLi>7^©7r'i';Wcaj^LTi<-'5o 

MicrosoftiiOWindows (?^fi5«'ii^S0 t<li-ifu^:feS/X 40 

TL.lCf5lf^X<^ibtltc r7''J-7'^-XJ T-Jll^P> 
tlTl/^S-trVbT-feSo il7i©7 7't';l/)b'5^M^tlTi/^ 

U 7ri';KD^'li^^^jtf.i^t-r50T\ feS Dxij^W 

i'4:5:§7°Pi'''-7A|,"Jt<:FJTAi£:07^'-;!^ F^-7-y 
k° y f-t 5 46 id . n—tt' t J; S ^tiS^'^Sg § o 
[0 0 1 1] a*i.t|-g«aP^T|Hll[^i:Silfc(DilL 50 
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6 

*(Dloi;LT. 7yU^->'3>|Hi±feJ;DV^-y F 

74--iAlll±A^"Si/^ti/K ?>*^M&oTi/^5i;v^5 Cli: 
A^~^§„ cntfcA^*^t>P.-r\ ■r-<T€i|qll?37°ni7~^A 

i^'^iNtt. ti^^7'^-y F7:^— Afcfel/-'T"tS:brc7 
7''J'5r->'3>':^jiiiat*<Ttt^P,4v\ fi^l^/c(Hl 

■r+XF-r-^T$53i:v S^cfi:. 1t^^f-f7'07* 

-■7 -y F t j; f? IfMSnkj^imit^li 7°n AOffJ^Sr 

-v«y F^^:<fc^)Jgfig^tlfc■r-^^^:■^^/^T. |B|Xa^fTt:5 

[0 0 1 2] h-^tfhh^MMTI,±. ^< ^;i'7°cD|as§ 
^SP^ -f-x- ^ ^^IjmS^fC Iqjffi $ § 7 U - i/ H 
tJ;n{f. ^J^^fPalm (g®^^) W-acSa(D<fca^^ 

AtH -iS^ -» ^ F 7 X 7^il i: . / ^- V ;P n > 

*ijffiA^f#e,n§„ mxmmmm (p im) 

X^ F -y 7''->Xr A fc ©[JOCtsi^Tx-^iliiiM^&Hlji-r 
i.l^tCtH^t^SfiSJCgS'gtt, S;S:S7°^-y F7;!l— 
A±©ffi^ I' 7°©SS©rHl-U-x- feiM-feRto^ tiff 

tt. xvf-F. {gAyFts. mA^iiZffvyhyt- 

[0 0 13] filAtf. ilffi(?D«??<-;^->X-rAti. ^ 
f*©p< -y -fe-i/'S /itt 7 7 'f 5 ->Xx ARg-p•?• 

JiTaffifci/K &*^IIf«LfcvXxA>SrJH.^TV^S„ a- 

XF{c-oV'Tfi2 3t!-# oTV^So 

y7^)V (attaciiment) ^'^^il^tlKSn^cfc LT til 
UJ;-?^;: tA'^'$B^-S„ Mv-X-r AP^T'Ir]— T-^S^x 
+XFtt. iiM^i#Oi>X-rAT'3t°-A^IX?>nT 

[0 0 1 4] (f?Bj^(DP»1^) *^H§tt. 
tflHlSIS/XxAttgJflsnfc-r-^^^y^-i^'^lfl^^ 
•iJ5--<-XD-ij yifx-yiyyizm-t^. m i -r-^/^ 
•y'>--i>Wft*&^tii.c COlgl x-^'-'^-y'>--v'"tt. 
^SUS^fc. 7i'>'3>t. M5(©7'r-;l/Ffc^^-r 
So ^7-f'-;l/Ftt. ^iiit!^IS^/T^-tMtt^-#-rSo * 
tc. ^2-T-^^^y^r-i;feii±jg$tlSo ilom2-r- 
^/^y'5r->>■tt, JifB^l F^>-tf^i/3 >ofiti!< 
j;-5K$n:feif52 F7>-9"^i'3 >^#-rSo ii(Dif32 
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if ^ y 3 ymmmm^Mfbt^ij^E ^ i)^^m.^t?>. 

y(D7^ ~Jl Vii'^m 1 h V-^fi' >/ H ><D7 f — ;l/ F<D 

3 yisxziw, 2 h ^ 3 y(omsm^tf^E.^^ic-):ii 

JSL. A->0. ^2 h7yif^>'3>'©7'r-;l'FA^IIl 

h-^v-f ^~>3 >©7'C-;l/F© 1 oc^rtjS-r^^t, 
m 1 ■r-^''^:^^-^^~i:|g2■r-^/^-;''>-->/i:3bl^S•g■ 

h ^ >-if ^7 3 > F 5 V-ff 3 » ^^-tZ 
^^\Cfmh^'^. %2'f~^>^-j'T--y\X.. SS^x- 

[0 0 15] mm^^m-r^r:ii!bom^o:,jim) 

[0 0 1 6] 01 1*. *5M©-«ff3!l{n^S-:3(/^T^iVi 
sivxrABa. miw'y^yi 1 OtC^tiJgStSnTl^ 

Sit. y-^t^-yh (ggis^) 

if^-^ (PC) . xv-F«is, iimmm. rnxmsL 

^ vXxAtfett^^N- F7xZiiMai:-5f5^ ^emc. 

fl5:#i:bT0D->XxAAfeJ:tft/tiivXT-AB{i, ^ 
® J: -5 *'iffg?r-&*.A^-3/N- F7x7om-a-t1?a-r^ 

tts fiA'lf$S-=7^^--:>>oj;9*77U'y->'3 y*^^ 
StiSo ^Of@A'lf$g-7:t--i>>ti:. MicrosoftaoWin 
dows (SSiitilS;) NT ;t^^-r'f ViT'i'X-rA. Unix 
(S^S^S) r-rVi^vX-f A. Linux^t'^b 

-■ rf yi^'vX-rA. i'4*§^i'7°077';'>- 
-->3 >'7:j---s'-y FtCiaiRSn?., /^-f-f' J7;j--V 

■V F^Wf «.7r'i';l/^'i'7^M-rsc tA^RlHg^ft^- 



(5) # M 2 0 0 2 - 1 4 9 4 6 4 

{C7 y-Yyl/v-xf-A^^tfo 

[0 0 17] HltfeV^T. i/XxAAtt. ffl^l^MfWi 
?r^-rffiHg7"D-)/i7 1 OO^^tyo i/XxABtt, tgs 

sMs^^-rntgyn-yi' 1 0 z^ntso mmmmmi 

fctcj;?). S^XxABfcjMfl^n^.lfSOJi^^nffcT 

10 ^^>-X-rAAA^e>J|liJ±iL. S!mL;t'If$a;&ffla'|f$|iA 
t^jfr^c ffiM^gA«. >^XrABT?S^tfci-X 
-rABt5^-ri.^S*f3S. ^3<};t>\ ^^<b<mMMm: 

«:«T'fen{f^ *iait$gAa> ^-©<t 9*7 r-r ;i/t*5 

^^ftfc i>XxABt-r-5'A'^^<#ftL*;tjna\ ffl 
ii'lf$gAtt±7 7i';l/i:*^c ->XxABtfctj-;stlil 
g€ai 0 2*^S«L.;feffi^1f$gAa, v'XxABCfe 

ti. >'X-rABtt5l.'>Tllir5n-5o ^!JA«\ i'XxA 
Ate<fcr>*>'X-rAB*'StfcK=i>tfzjL-i5fT'fe?). 

->X-rAA©p;faiA-f 77''i';l/*ilifft'i>4K^2S 
A'!S>i./S:8a\ -yxf-AAtfentS^^aiSSfiatt. ~>X 
■r A B t#&-r5K^a7 7i';l/*5<};lfiT7 7i';Ucfcnt 

}fA-rstip;fi-'3i^T©ji^) (r)39-mm^mm. \ 02 

S?U ->X-rABti:feltS-'Wf-';7T-i';V?rS«^-r 
L* < i: fe. ->XxA B tfctj-sta -{igaMirS 

[0 0 1 8] H2tt, *fgHeo-il»^{i:a-:3i,^T« 

^S^tifcm 2 ■r-^?i|igJM43<tt;p5jjW->Xx A©-|S{t:^ 
n/c:7D-y^ia;&^-ro ia2tfei,^T. i/XrAA^sJ; 
Ifi^xf-ABfi, ^n^tifflaiR|ffiSa;|r«-r«tg7n 

•y i7 1 0 1 ^^is. mimm \ 0 1 comma, mm^t 

40 -^nb^hifT't^o ->X'rAA*5j;tf>'X-r 

A B tt, ^n^nir^- ^ 7';l/n > h° ^ -5^ fei; O xX ^ 
F -y T'n > If i - T-S -S o SliS'lf $g03 X ^ ^'If $gAS 2 

ooi^xT-A[/gT'ifliJ5i3-r^iess*^$.2i^tti, M->xf- 

Aib'siHl-f-'- 5^ ^5i^{cMt-t 2. c i: *^T' t ?. J; a tl" 
Sfti6t, ^gjI^Sd^ai 0 4tt, i^X-rAA*5j;tf-> 

x-r A B ©i/^i^'nAHc^onj^aiiMt'^st^^n/c^aiyi- 
]i;irft(±s L. ±se>'x-f Ap^T'if $6 A ■^m'&mw.mm 

flb, Kf{ilRil->XT-A;()^P>Oti#B^SST-r-5fc:i6tSfl 
fllij ~>X-r A t it ^ X- ^ I ii1^''5l|-r ^ o 
50 [0 0 1 9] HStt. *?|0J!O-^SfimiicSo\^Tlf 
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fig^n/im 3 ■r-^J'fejMfe J;t>'lRllH5/Xx A©-S§{t:^ 

XrAB t©P^t}gi!^tlTV^So 1gffi^^--/^3 0 0 
tt. v-X-r A A K 0 ffi5l1f A d^jx L fc 

"f-^-t-X^^^mti. ilC)x-^-^-XtJ;-DT. 

s^xrAAa, m 1 ©B#J5^ci3^,^TtS^■?->'^3 0 oic 
5tbTtg»1f$gA^fitf^ft-ac: ^^3 
0 0 ii. |g 1 tt|Bl-T-%v^m 2 /o 

T. ±lHt|BI-©TO1f$6A^i/X-rABt«*&-rsc: 

->X-r A A S;''ctt->X'r A B OV-fnA->tfeltS-r 

0 ot{sf$snso 

[0 0 2 0] S*iii!?3l-r*\ 1§,1ifl-9-->'^3 0 0(4, 
X-rAAfe<fct;'>XxAB<Djl:&t«LTEgfjgMl 1 

OtcJ;DaiiT*nTi^So tSJrt-9--^<;3 0 Oti, M#6<j 20 

ffiB'lf ^ A 1 0 2 {C«LTffii|g-r« <fc 3 fctSlt 

6nfc-9--/Nt:-fe^„ 'J-ifiiiJgfifcLT, ■9--A-3 0 0 

^^-g-tJo cintfUT. +i--/^3 0 0f±, yr^ms. 
3l^:/'Dhn;V (FTP) Sfc(4M-r>'^-x+X MEiM^ 

uhmji (HTTP) (Djfio^smm-fy^-^-yhmM 

[0 0 2 1] Ill4tt. *I^HJ5(0vX-rA(D$?>tglJ©- 50 
^SfiJfJM^^sL, ^ 05<s)lffJSgTi4, i/X-rAAfeJ;!? 
v'XxABtJ:. 1 0}i:J;i5telfl-9— 

3 0 OtSLTHailMMiit^tlTfef), 5/X-rAAfc 

<i;t/~>X-rABO^ti^'txA^ ftmi'rilJW^Ill 0 4;^:^ 

£fo igitif$gAtt, n 1 ©Bt;i&ic*3v^T. mmmmi o 

4 LT i/Xx A A t P.n*^Oi/Xr A A SjM 

tx. ISffl-9--/^3 0 OfciMt-tiA^olgfi^-tj— ^-^3 0 OA^ 
BjMSn. S2(DB#^^,tfel^T. ->XxABtiS6tiA^ 
Oi^XxABii^&JMe>n«.o u.©^S£ffJSg-r-tt, tSlfl-it 
-/'JSOOt*, ^i^XT-AA^imSljLfciii^*©^. 1/ 40 

X r A A te J; y -> X T- A B Ojii^TSy ^ K^f t L -r- 

[0 0 2 2] HStt. 4-OOvXxA, ■T'&ti*,. tlil 
HffigBl 0 4^#t5->X-rAA. fflsSfHi 1 0 2% 
1ttyi>X-rAB, 1 0 4 %i^tJi/XxA C 

teJcmgsJMflai 0 O^^tyvX-rAD^Ir^ty. 
HJJ© ? b t BUO-'^iiMM^^-ro ^->Xx AA^'IS^fl-1)- 
-/^3 0 OtEJSIgSSStlTV^i)COt:\ M*S->XxA 



If IS 2 0 0 2 - 1 4 9 4 6 4 
JO 

So •9--/^3 0 0t4. ~>X7"AAjb-'?>S^XxAD%*« 

LA^-otBS'lf A t fettSfil^ «;1ti?gM*%^^ S i>X 

^^'t'7°©v'XT-A^iiS-ri);l/-^>' (cnOPfflfC 

ov^rmtiE-rs) :&^tyo m^i£. 5/XxABmiB 

SfflS 1 0 2;r£ttLA^%^5-t%t^©T\ i/XxABKfft 
*&^4T.Sffla1f|gA2{4, ft^ifl-9--^^3 0 0 tv-XT^A 

A t(DmT'mm-stimmmmmmMmmT^^f3 V 

SL, Sfctt. ^t->XT-AD*^t>cO§filRlfg'l$gA4 

Tfeasf^aSo *f6Hj5o:^xxA©-jiffimiTa. -9- 
--'^3 0 0 §§faS/iM{i«/iRijK^B*^p.f# 

?.nfcffl)i1ffg©eSS^^fc*V\ ■9--/^3 0 0{4. ± 

fati$g£Ob^°>^*b'J (repository) tLTllftL. ^'O 
ftiJilf « A if cDSfia/3IfHi/lRlfll!Slt © fe (DZ'h 

[0 0 2 3] men. mi,mmt,mm^-.''^3 o okfs 

(forwarder) ^XX}^rzit9:im^mmic^~^'^3 0 

.fc^t, SB©SQ.a>'^7-fej;tf^*y*'S|l^*tii.<}; 

i/XxAAirSaxvi/'y 10 4a i:©^T-|i5I^n§ 
x-^^A^ffliS'lf ffiTfe-S ~>Xt- A A /y^-faiS1f 

lRlllS«©-gPA^'>X-rAAt#ffiL. ffl©g|55i-A^-9-- 

;^3 0 0t#ft L9 5^fc?-a«$tl/tl/\ 

[0024] 07 tt, 06 tc/T^-r J; 9 mmoy&mti\ 

^y^-^-^v h©<fc^^^^^Sfcttfiv)l;t-'y 1-7-^7 

0 0^,ffl*^t3-^yct©{cSiit^tlS, *%H^©*e{c 
B'J©|gSSff?!i^5^LT0^i.„ ^^-y hy-i' 7 0 Oti. 1 
"3LX±©t§^fl-9— >'^3 0 Oi, 3 0 02%$^!^. C©Ji^ 

UT^igiSa©raTiMf;3*nSflM1f A %^t?o 
^^•y hy-i? 7 0 Oti. ffliaHKfSB, SfiliS/c:tt|Hl 
SSSS^^tf d; a t e,f*fi^Kgg|t^n^c+l--/^© 3 % 

1 Ol.X±©#a*ai3g-9— ^^tWLT, w^^mkt 
5o ig7Ctet)-5ggtt. PS^L:5;l.^fti.i:l«HI5±. 
:t7'rXffl^^— V-f;l/3>t°ii-^? (PC) 7 0 2 i:, 
XT-h«sgSfctt»^«Hg7 0 4 fcs fflAiflgPalm 

'>x7*7"7'^-<f 7 1 Zt^miii-tZo |g*fl-9--/^3 0 0 
u 3 0 02(C#SE-r«.x-5?A\ #^©SfHiS/ctt|SI 

/cfet. gH7 0 2-7 1 2t#ft-t«^ffiaS{m 
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[0 0 2 5] J-XTOiaH-ett. ffiiaSim )MMa*5j; 

^t:&^ticmmLT. ^laoM^sgsoiJiT. mm 
■t^ctffX't^o :^mmiti^nii. "f—^ncm-^^ 

T% c Oct ^ ^ h 7 y+f 3 >A^fl4f h°- 
[0 0 2 6] - «e^{ctt. i/X-rAtt. ffljijMfilf 1 0 

CtA'iniltgt^So CtX{C<fcDs *ifgB>J©S/XxAtgf 
MSn^cSBf^i.v'XxA^jiLT. lilgOfS^^fi^^ 
il ttf^T^^^o ^^H^Ov'X-r AT'fiJffl^n^^SiW-9-- 

^^3 0 Ott. ■^y-^'-^-y F-9--;^$fc{*F T P-'t-.'^ 

i/^u F^t-trxyayw^jf (I SP) o 

J; ^ /S: HO<t 5 ^: V-XA^b fef±t,|g$n^ Sltti^f 
X-r A©r^t:if $g:S:«iiicfe5lT't i. <fc -5 1 ;^jX^t^ 

fei/^T, *^f3i3©lRllS!>^x-rA*lli/>Te:tie>oSa* 

f 5il i;^<*5|Haoi/X-f At|ffLl^lSm«:iii)n-r-S) 
Ci:A^T'^i.o COi/X-rAfi, MfcStLT^ftWt 
HJ]e^7i'-bx^t^i/\ /b^o, §SifKfett;s^iSxy 
3^fgfltLfc:6^oT. jiA1tfg1J--H'X^->- 
A bXtcSSt^f ^ c i: A^RlHg i: &S J; 5 b-x -1- 



(7) ItM 2 0 0 2 - 1 4 9 4 6 4 

>i^->XxA*i*cS£?i-rsci:*^T?#s„ inx.T. 

*f§HI©>-Xf-Atfctt?.ffi©i^XT-At|E]iM-r5*^M 

•So 

[0 0 2 7] 08 tt. *f8BS©-^iMim{ca-5l,^T« 

l3c ^ n X - Ie^I 43 11 ^ X T A O -> X -r A 1i 

*5611(Ov'X-rAtJ;ntf. Si.A#J*%^IA'f*$S^ 
aj»)3S5^,tffli^S. /^-y't;i/^Mfe<kt>*7yu^- 

^s^ajM-rsfcfetftffl^n^So *ig^(D->x-rA(D 

ff^^ t § i^Xf- A V 7 F 'i' X 7a, RTtg t f i. fc 

a, wjx.tf-rv^-^^-y FgM^:n-LTte3^$n«)'r> 

Mamm, A#*77°U^->'3 ^tC^tLTi^XxA 
[0 0 2 8] ElStttZOO^f-ryo^Hx^i/'VA^^x 

JSJ^^«i:t4, 2-:3©Sflx>S/'>OM^7"iJ -y KA'^t^S 

-r^t^-^, ^m.:^y'yy(r>-uti\ sat-y--^ 

[0 0 2 9] II 8 -5 fiMSte j; tfttfci? 

7''OSB8 0 2~8 0 8:i)\ ^mmyTsr- U^'itt-oX 
fflU^P-n^So «ig8 0 2«, «^«K*ft{4TOP0 

T s }gicvB;ss^-prt?o vB;ig8 o 2«. iiiiiisi)!f?i, %m{l 

2t*&|iflSnfcii-1;1)*iJ;tf^Xi7x-5'*S-t^o ^<Di. 
40 •S *W?g;&r^-«y7:;'"U -^--S/ a V-r-^ 8 2 2 ^?ijj|]-r 

57yU'>-— V3 >8 1 2(i. "t'^Tttiga- -y F 8 0 

2ttg«fl^n§o iRiait. Palm mmMm) tmmss, 

0 A(Oiir>rjiWA\mwm.l±. 7r'J'>-— >3>8 1 4 
ii'fS. ^l^teJ;y'i?X^Oj;^i>S:1f$g:&$^^, 2 8 
(c, PDA8 0 4tc<j;D^Jt*titS*fl*tx§X»0<fcd 
*7 7'-r;MFM^fe,?t?77°U->--v'3 ^x-^' 8 2 4 
t^^tfo «B8 0 6(4. Microsoft?±OWindows (^^ 
iSH) 95,98,NT^f;tt2000O<fc'5*:t^b-xt' y^' 
i^XxA^JSifif-SWindows (?SSii^SO /^-y:^;^n 
50 >e^-^i:LT«ii^tl5c aS8 0 6±T'fiS)-r5 
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7yV^—>3y8 1 6tt. Windows (S^S^) 
U— ■T'l' ^i'ivX-rASft, MicrosoftaoOutlook, Sy 
matec^iOACT fHA'ltffi^^-— i^>. Goldmine Software 
^©Goldmine. Lotus^tCDOrganizer, MicrosofttfcO'i' 

^-'y h:r.i7y(,yti~-='^jL77'7'y-9\ Netscape 
ttdCommuni cater Suite. Qua I commttOEudora e-mal 

fc. y:/';':r-i/3 2 8034a-fe>y ^^w-r 

5'i7I7^t^-^;l/77°'J^^— >3 ys 1 Gic^y^-^-^ 

7yh8 0 SA^zR^tlTV^So !l4g<0/N-K^'x7{c:^ 

Mfl^t77°U^r— >3 >fecttf77'U^->'3 

*1Sfrt-ri.^ffi8 0 6 t{i®oT, •>x7:i<-^;V77° 
'J -y-v'H yfi. giJ^©-9-->'^ta#^^nTl^S 1 1 
fc, '(':/^-#.-y b»^%/t-LTy^'^7^f 8 0 8tfe^ 
f|t$nTt/^?>o -^{^Ds d-N-^?;l/7:/"'J'!r— >3>7°D 20 
A-f ^' t ^ tlT 1/ ^ 5 17 X 7"jf°- ^ ;l/7 7° U ^- 3 
a— if*^|B|S8^S-iJ:fct,>tS^77'U':r-S/3 y 
f-i^SZ 80-b'y h^-rttfo Yahoo!feJ;t>*Sn 
ap.coni£D<fc'5:*:^t:fe'i7i7":d-°-;S?;l/(i, ■?-tie>©:x- 
^ft^fUT, free e-maii*<J;tfa*S1f$g©«#0<fc5 

^«IS, PD AtfcttWindows (liiiSg) ^g±T-^ 
i]1-«7:/U -5^— > 3 ^tieO^^-yrfcl/^ 

[0 0 3 0] lgl8K5^f#v'Xxi:,cO#^77°'J'>--^' 50 
3 i^'r'-^?tc7c>-bXf ?)fci6{c, ^ttxyi/">tt§^ 
-i':;''©SHi:iaaLTi,^i.„ «^aBx>'i/*>8 6 2 
tt. »^«iS©7yU'5r->'3 y^-^ 8 2 2 fcMft 

A^o, 77°U^-v'3>-r-^'8 2 2(C|:i*iJAftl 
TV>So iHl^f-. P D A^Sx>i>>8 6 4:6'i|B|aifi:ig 
tte-tlTt/^So iI©PDA^Mx>>?>8 6 4{i. Palm 

(MSSiSi!!) ^-^l^-ri- >i^vXxA, Windows O 

ffl© P D A§U;j-^^— r ^' A©l,^-rtiA^%i5 
■r^-XfcLTi/^So Windows (^^ft^ilf;) ^^-Xt 40 

Lf;aaJi> v> 8 6 6a, -y-jK- h ^tlfcWindows 
CmtiSIS) 77°U^->'3>8 1 <6-b^ib7-f'^}'r~iy 
3>'x-^?8 2 6^}Sffif§i;l^o^'. ^gjfS>«A- 

XA^^^T-feDs 7x7'-<t-e'XgMa:>i;'>'8 6 8 
tt, '>x7'4-°-:J?;l/77°U-!r-~>3 >8 1 8A^e7:/U 
^-->3 8 2 8^}ftai-r?)/ci6t-g-t*:LTl^ 

[0 0 3 1 ] msK^s-Tct-jfc, "f^ux^wi^mt-^ 
lyi^'yj fci/^5„ ) fe3&titi. ^gp^^--/-? 50 



It if! 2 0 0 2 - 1 4 9 4 6 4 

So Ctltts -figW{Ctt^8tfetj-S|^*a8 3 2. 8 3 
4. 8 3 6i3<tr;8 3 8td;!5S^^n«>o S^c. 118{C 

^Md. 5 5 ©J:tfiB1-5^jSS*tt, ^fgHj^Oi' 
Xt^ AOmi#S HXT'D A-f J; D MfR^ 
tlSo ^Sx>'i»8 6 2. 8 6 4. 8 6 6fci;y'8 6 

jiLT^fijc^nso 3imiii£gax>i»8 e 
2{4iicD»^«igfcKtte.4aS 1 ■D]:A±.a:>msmm^^ 
ts--fi^ ^©ffi©«M*«-9-->''«:8 5 OKiffft-r§„ 
JSK. Saii^-:»8 6 ea. ^©^M±f*A^Windows 

[0 0 3 2] ^mmii'h<Df—^it. -^yn-^^vvm 

mi 1 0^^>LT*SS^-9--/'?8 5 Ommm^n^o ±5E 

Lfej:3t. igffl-9--/^8 5 ott. -ags^mffl-y-- 

Sfcti. ^t3i■ri>J;^^*5gHj!©J-X■rA^ffll/^T 

5o loW±0*Sa^-9— >'^8 5 0«. i/XrA8 0 2. 
804. 806fci;r;808 OiM^CDI'filT' h ^ 

7'O->XxA8 0 2. 8 0 4. 8 0 6*5<};t>'8 0 8 A\ 
A¥RrHg^t1-»«B (*%WOi'XrA*^ffl*iJXttiS 

[0 0 3 3] mi^iyy-fi^y^smmmmrHt. ts*fi-9-->''5 

X'^^t>\ ^ilx>i>'>0^ti^="ti(i. ~>X-rAtfett 
S^CffiOlSBxyi/Xc J; i3 7i7-feXRlHg/&;!|f SfiS 
tW*nS<t9{C, 2:<D|&ilfl-9— A8 5 Ot^tLTta 

i'XxA^fr^^^tlHlffi^-arfcmi^iftJf-rs 

T. 1 OOg;Sx>'y">'f£t3-LA^I§l^-9--/^8 5 0 tit 

[0 0 3 4] a^M«Sfe{iffl5ifl?l? (A) tt. 1 OJ-X 

-y'tt. 77°'J^-->3 77-1' ;K 7*;L' 

^f". 77'';-^— >3>KSfej;t>'cne.i:lRl1i**.<?3t 
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n-A;l/SM8 0 2. 8 0 4. 8 0 6 tfctiS 0 SCJi 

ye^yseza, T7°'J'>--5/3y-x-^r8 2 2tfett 

§ <fc 0'«l£S^:S:IBjzg-r 5 'If 1 5^ f 5 

:yr-^?8 2 2.fcDt>#mt:^fit^^TA^e.a> 

[0 0 3 5] ^mmj:.yiyyii. -fy^-^-'y hmm.7 
mitts Aximmtic-Di^rii^ ffi*tigtt5ti-i. fcv^5 

-Vik. 7yj-;r— >3i/'r-^?tei|ftgi58 2 2-8 2 8 

i I Jf S ft t i^SiL'S V -y h° > i^-fe i (:f^j355Sni!J!«:it;tTf 

iio tft. ^m.:^yvy\t^ aif<DM*T*^*$nTW 

a— tf*^2 0<DS^i.$^XxAttelt5!it^-r-^? 
t?o ;:©tf^fc«. S«x>v'":y(i, a.-if!b^coj;^ 

[0 0 3 6] iggAti. 'ajS77°U'^->'3>'8 1 043 
J;t;'affi*Slfl-9--A8 5 0 fci:felcfflv^?,n«5^Sxy 

ii±-t'5£^L. mmmcfyHu^^-)^^ 5 otiMM^ 

n^l^©T% EI9 Atfelt:5ggx>i;>a-rX:J' h>y 

v'>%a!fM!-r?>C ta, ■9--/^«JSi/x>'>'>';S:I!l!/S-r 
i>cli:(D^5!]lj-(c^;i,<, ilO-it-/^iJSHx>-:^>to 

^PsIOffiSIBi^Tb^^R^nTV^i.,. ^«x>i>->8 6 0 
tt. 01-7 t^L^ctBaSz—y^ij- 1 0 4 OaBES^jT" 

O^^^Si:^t^S cfc^/ftlEJI^^ffl (ffiJSJMfi#) 
[0 0 3 7] ->XxAt*5l^T. ^giCOl>T(Da— f 

ofi A'ltf -y h y - ^Sfig-r 5 cfc y^^g 
{c-oi^T. ^iir(x>i/'>A^"#ftf HOAt^t-J;^ 

#»Sx>i/'>8 6 Oli. ZT'y^r-i/aV^i-yi/ 

i i' h 9 1 0 ^-f^tfo ::©7r';')--vH ^^T'vii' 

htt. §1f^77°U'!r-->3 >8 1 OtiaW©fe©T'$) 
AO. ^ax>e;>i:2^||Bj©-r-^fEjM->Xxi:> 



(9) ftPjfT 2 0 0 2 - 1 4 9 4 6 4 

16 

<D^'^^y7.t(0?sicmf^mm^y^~y:[.-^7.. 

T>\ SMx>S/*>t7:/';^r-j/3>'x-^8 1 Ot(D 

m'^m^jim^(D^fv&Zo 77°u^— >3 >^7*i>x 

^h©SfiJ«. 7:^U'5r-i/3;yx-^fcjhfLT7^7-b 

X-r S ft C fi SmoH^P-f > ^ - 7 X L T 7 

w y'v^—yayicmm-^cticj^^Ki. rrv^-iya 

V h° y i7"-r s ;i i: 2. o 7 7" U > 3 y 7"-:>x 

^/i-y^- i^^^j^t ^tcibic, mM^-yi^ycoWMm 
[0 0 3 8] MiHi7--iS?(Dttmfe<fcmsi,wiTbnftm 

O^S^^SCfelt«SMO-r-^(D3tr-;&^tf. 7:/ 
'J'y-~>3>':*-7'i^x^b*&iWfi|5 (AOS) 9 2 0tS 
20 ftSSttCtlTV^S. 77'';'!r— >3>:t7"v'xi' h|&|!|^ 

g|59 2 ott. ^m:i^yiyyicmf^7yv a y:^ 

7"~>*xi7h9 I 0*■'?)<D•r-^©H^J|iI(O^^^^c•^^/^T(D 

X-f -y7°->3 'y h^mirt-r?.. Sl!!)J'T,'^^>^?-7x-fX 
T-feSo AOSO-t'1'Xti:. ^^Sxyi/'^K j; DH)?* 

[0 0 3 9] 7 7°y ^-S/ 3 y:^^";^"! h o^Ke*!* 
milii. ■fVP^'-t-:>"i-;l'9 5 Ofcii±,ia^txSo v'Vl/^? 
H6>>'a-;l/9 5 Ott. 77°'J'5^-~>3 ^'^T'v'x^ h 9 
1 0©m;^t. 77'U'^r— >3y:t7'i/*x^btSiMg|5 
50 (AOS) 9 2 0(Citt|ig^tii>x-^?©:nh°-t©FEgc 

5^;l/-^>^:11i-rSo ■r;U^^'>*a.-;I/9 5 Ott. 

r^MD^'j t^-^n^c ^&mu^' (.^mmmmm 

O-b-yh) tt. lilEHHSi (self describing) ~>'J-X 

40 EtSfb^nSo 

[0 0 4 0] cntCcfcD. mwor^tfev^Ttt. 77°u 

SiltfctO. ^S}cfeltS§7:/U'5^-S'3>*^?)-r 
-^^aaU tttHLftx-^?:S:/fl,ffl-r-^7*--7-y 

— > 3 y^7'i>'x ^'^ttJ;^)tAOSl±);^lt ^^ttig-r 5 c 

-^;^y^r— >'ojfj;&i:i,tSlfl-9— /S'B 5 0©tB;'3Oft 

JO RXX^ lo©77'U^— >3>3b^P.©-r-^a. gijCi 
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7:/u^-v'3 V. 1 oKtett^i^En i o 5 o 

[0 0 4 1] 7yU^-'>3y*:/5^i.^7bA^ l^^^ig 

i: d ©EJg W% > - 7 X X t 5 5 d t a , 

[0 0 4 2] 77°U'y-S^3:y:t7v'x^ h^^Xj^'jV 
^■ti/*a-;KDi]m* , PDA CDTT'U 3 J; 

$nii^i-a-A^~VK C©a;^:&^^{C(4. AO 

3:-;l/9 5 0tt, ■r-^'>'^y'r->'fcx-^:&#t*&-r5 
f£St-t?J;V\ L*^L%*'!e>. ^<€)«B-. 7:^U-^— > 
3>tt. Microsoft?±©OBDCi'>^' — 7X-YX. Microso 
m±©^i^7:/U >3 >7°D i^"^ = >':Sf-7 

x-fx (API) ^fzii^comomm^mm^y'^-y 

xl'XOJ;^^:. 7='-3't7^-bX-ri,f:i6(D^i?P5-i'>' 
^ - 7 X X^-iiri/ ^-yf 1/ ^jf ^ts-t -5 5 o 

[0 0 4 3] mmx.y'jy8 6 0li.^ "f-^J^ 

-y'ir-£;t^3tt§;J-7"i>x ^ b xlh\Z)%-Vn ^S^^ 
{t#-rS/^-i>"3 >^ -;l/?r^ty„ fSjzg-rsJ;^ 
fc, ■r-:5^/^y'>--v■'Cfe^^§§;t7'i>'x^> htt. ?Mj 
WtHWl D (UU I D) !bfSJ!3^^TP,tlSo CltlKj; 

XfA«. l-03r-^OB3iP^X:5?>'7'milS-r^ 

/ ^ -y ^r- i;;£5i|i]-r i, j^^i^-r fc J6 fC . M^j--/ 

t fftm ^ nx V ^ « X- 5^ ^ ^y i>' t ;i>«iToii!^ 

§^M*«^7-y7'n-K-ri.lHlStaiSM^{c. ^(D 

{f. tf5 1 ©^itx>i;>'(i, IB2 0=giHx>i;>A^-9— 
/ ^ t ?t L T 7^'- ^ / ^y — >"?rMlHl 7 -y :/n - F-r «. 

[0 0 4 4] m*>^aL-;u9 2 wmmmc^^ 

A^O<t5&7-r-rAtt. -rVb^-ti^'zi-yl/Q 5 OA^'IrUB 
[0 0 4 5] n.— if-r>'^f-7x'i'X9 3 Ott. ^Bx 

ttSnSc C©a.-1f-i'>:5f-7x^'X{i:. M^iP^t 



(10) !tM 2 0 0 2 - 1 4 9 4 6 4 

J/;x— ;l/9 4 0. 7-<;l/^'J>y*i>'rL-;l/9 4 5*50: 

[0 0 4 6] 7^';^^S^'J>'^^~■t^>'^.-;^9 4 5(4. 
tf 7-f-;L' Kb't;I/:3>r>'^y9--f-tS-:5i^;t. fS^ 
:&^^'7°©3>''r>'^Vffl<D7f V-i7;&tT'5= 7'C 
-;I/F-7'y t:>i'"ti/n.-;l/9 3 5 t j;oT. :i— *f 
10 \t. S:SXF>;-AfC«|&$tl/c:7^f-AOpiT£S^^ 
Hv-y tf^i^-rs, «Sxi/v^>8 6 OA^^^- 

y -j-;)^ n t° rL - ^ ^grf^Fi] * -iirT l ^ntf . C O/-^- V 
;L'a > t°n.-^ 7- F 7'-y nyif iitDrtSfctt 
iRlitW^mUTfeD^ a— tf'a, ccDZ-FT'-yi'n^/ 
t!^-^±(DS*«xf F U{CV>y tf y^LfcV^t 

/^FJ x-f Ui' FU^JtrsTfeiJ. 7'i'-;l/Fv-y If 

>i;'ti/*^-;V9 3 5tt. m^-r^^-ryy^yif^^m 
■fSo 7'('-;l/ F-=v"y If y^'^-i^n-;I/{4-r—:5?/^'y^ 

■5 ;i i:^lllj^n/ci/^„ 7'C-;b Fv-y tf ^i^'tv-'n- 
;l/9 3 5tt. 7-i'-7l/FV-yt!>^*5j;t>*|lIW77''J-ir 

ti\ Hicrosoft?±(?D0utlool«O<fc % 1 ■o©77°U 
3>*^e><Da*S1f?gO!|t^-r-^7'r-;UF%. Symant 
ecttiOACTO J; 3 *giJ(D77''; -5— > 3 >fc v-y If >^ 

[0 0 4 7] *P.tc. r;b^?*i>~^-;l/9 5 Ot*. EH 
{b^-i'*:a-;i/9 7 0 fe<fcr>*Bg^{bt ->'a.-;V 9 6 OfcS 
JO It^tLTi^i-o E«ft:t->"a-;l/^'i'^--7";Kc-rSies 
S*'54l^i:i,->'5^i:^^ii2nfci/V -ISW^PK Zips 
m i nz i i/ a ^cfiH i Fn Corporat i onJ; D A¥ 

;b9 7 0^, *??Bj5tt^-5TfiJ]fJ-rSC tA^TtSo ^ 
MD5. RCH6. TwoFish. Blowf ishS £OfficD>[^ 

-#0 Btfii!-ftfcifji,^e,n-r. 4 5i3»^T-(i. esj 

[0 0 4 8] z^— i/3 >ti/a— ;b9 1 5(Cj;-3 

T. ^iix>i;>8 6 ott. mm^mwiftiyr^jiy^ 

t<tD> IrI— ©s'>'>(c7i'-tXLTl^§^IJ(©a— tf" 
tts ^n^'n. |iil-(D^ilx>v>;&)|Ji>T. §l-|£D-r" 
-^-tz-y F^IBI^BSitSil tA^T-t^o ^Jxlf. itt^tt 
«tCfett?,77""'J'y->'3 >8 1 0 A^Microsofta©Exc 
hange-f)--M- 1 nft ^- y > t: a - ^' ± t M 
50 icrosofta©Outlook*iix.. jb-'O, Outlook*^v;l/f-:3. 
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fSo c:n{c<fct)^ S^S-r-^-fe-y ^^i:7^•{rX■r 
5, |H|— (D0utlooki'^-r7:yhV7 h^7x7(D20© 

hfSo <^J;iS\ Palm (SiiiSIf) SBtt. n>h°rL- 

^U-VjI (cradle) ^fflt,>a„ ^^a-W. gija- 
•tfOPalm mmMM) pi lot*lRl^?-(±Sf:i6{c. gija 
-1fta^^©Palm @iMfig) piloti7b-F;Vjg|>t% 

^Mif-r fc . X- y ^r- i/';&^fiSc-r s ^ i: 
[0 0 4 9] Igjttxyi/'^g 0 O(0ttl;'](i, tSSft^t- 

SiJOSHx>>>>t J; »)tSlfl-9--/^0#^-||i6|jfJ 

Ofr|SJj*i^ti-5i.c Wimc. x;l/^xi^i>'>'9 0 Oti. 
*!^fM©>'X-f Art®|E0JKl^ti;fex--^^7i7-feX-r'i. 

s) i,cx<oum^n^. -mmmm-vii. ^mmmim 

IC. #^Bt-oi^T<J3SBx>j>>yb'iv^-i/^> hif- 

6 Ofecfct>'1tt-rVl/^*i>';i.— ;l/9 5 Ott. i>"3 > 
1ffg*3j;lf77'U ^-v-a >:ty~>"a:i7 htS*flgP9 2 0 
t 5? t Jit-i!V^T. ^>'^y '^r-i/* 
^^j^-rSc ISS^-tf-^^S 5 0A^P.-fVl/5?tv''zi.-;l/9 
5 0(C)rtLT-r'-^A'5M^ti5l^,ttt, r;U^^-va- 
l^t-rVb^1t'li;&77°U'5r-->3 >-8 1 OilJtfiJ 

m n s it^-r > - 7 X -r X ic^^-r s i|f ^ 7 7" u ^ 

-V3 >J|]©77U^-i^3 >:t7>'"xi' h 9 I Olcn 
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n-*;l/~>x-rAtft^nfcSM*:^*fE5Sbfc- 

iffllBM^^-i>"3 y£0^77'J^-i^3 >(Dii4-r-^'^ 
liSLMtt«/£i6fc. n-*;b77°U^-i/3 >'^7>' 
x:> F^SiMgPQ 2 O^&ffll,^?., d(Dx-^tt, C©^, 

/O [0 0 5 1 ] 119 Bttt. -9— A^-<-Xi:Lf;Sfix 
>>>>;6^2^i^eB/J^Dv'XrA(c EcD^ o ^fStt^StlS*^*^' 
ffiA^nxoSo c:(0|l»«lT'^-rPalin (MgS#-) O 
^J. CCT-a. Palm (MtiSIl) mmti\ -^y^-Sf-'y 
b*5<ttf-9--eX7'o/U:5^©'r-^;-fe>'^9 0 Otic 

x-^-fey^? 9 0 0 t#ii-rs-9--/^t(D 

©5t^14*fStt-r«rc3i)£. 7 7 7 7 71/ 9 7 5% 
^^T'^^So tS«fl-9--^^8 5 Oa, ^^i/:^yY^~n 

20 (MS) 1 4 1 0A'^?9'Pfe5j;3K. 77-^774-- 

^n^'n*^ 1 •ocDi|f^^?-r7'o77"u-y->'3 :/%iRiffi 

^-a-SlilS^T-SStt 5.n/cs 2-3©|aljtrj-9— M9 8 2*3 J; 
tf9 8 4 A^Tx^nxV^^So Ir1^+J--/^9 8 2ttPalm 

/^g 8 Ott. l?i|^lf:3-;-^;l/77'U^— >3 y (.^--^ 

;n) WfflfcLT^tt^nri^So 

[0 0 5 2] Palm (Mmmm) ^S8 0 4 a tt. ^©x 

30 SOT, x-^'ti. AO StfettSr-^^C^t-rsffla 
;ttl^*5J;t/ie|lT*'^^ii^T^t^/^^^^c^S:^I^I^^A^Palr^ mM 

BH) 8 0 4 at^^"7>^-KSn5■i>J;a:^|BlS|■9■- 
>'^982^cWLT. 77-f'77*-;U9 7 5%/l-LfcH 

[0 0 5 3] 77°U';^-->3>^i:feit-5|Hl^■9■-/^«^ 

mmim tr^^ §'^nm.m\^n-t s 7°^ h 
«ra-tyo ^'^m^^-fhi.. mmmcEnko/kosm 

[0 0 5 4] lBj^-9--/^tt. ^0|Bll*!-tj--^^l*IS|5€i|B]fl)! 

^ijSx^/i/>, AO SteJ;tfA0©j;a^^'l-g|5x>xf 

(Om±^mh^^. ^-dX. Palm (Hlfigg) 77°U^r- 
i>3>Ttt. •9--AA0©S??ytt. 'nt, gilt$^J07 
:t-v-y FOb3-K*a#LT?Rfflbn-F7*-v 

■y Ft^^Jt-r?.c tT-fe?.„ 

[0 0 5 5] |i.jJtJ-9--^^tt. ^-Y^^-T-^nj-f')^ 
50 -->3 Vv''^- F-:)— A'^a^^co-9--ex%-9--/^|*)t§^ 
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tt. -9--/^*^'Microsofta©Windows mUMW) NT-tf 
-^^F^T-liflFLTl/^tia; lEgtWlt-^^tt, Windows (M 

m^W) NT b->'xhu*^>bTiBi^:Pfi)cM^^fgm 

feits A o*3<j;tfA 0 s co^rL^'nicx^mmm$i^-t 

^-—zy^ (Component Manager) •T?5'itf *tlS<, A 0*5 
b UTfr LV^«gc«^^iiD-r distill 

[0 0 5 6] ^|BII5!^t-^^«. ¥-7 y^U h >^ 

[0 0 5 7] mQBic^.tmmmmrHi. mm^-cfic 

ft#LT. AOSte<fct>*AO^^:■^V^Tal'^?*^tfi!cA^i:?) 
tlSo t5IJx.{f. Palm AOr-^tSJflaSl 0 

5 Olt. Palm «*iSi«fiD Sit 8 0 4 a l?I«:GrpaL, 
fflA0ST-;5?^S,ttgPl 0 5 2{±. COm^ (Oracle 
^_^^_;^) ©fc&tSft-rSo Ji<-:Jf;l/ 1 
a> AO Sfe<fct>'A0f±x-^?t&^g|5l 0 5 4^ffll'' 

So 

[0 0 5 8] SBxVi/iyfi:, ■ffiOS/X-rACfetj-i)!! 

fli^g^^fp^-r «. d t ^m.m l fcx- ^ ^ >*?:ii 

9 4 0 h<Dr!3-e'r>:5^-7x-i'X;Sri;i>^*tc, :x— tf 
a. S:9-(0Palni (S^^^i) p\\ox±(DTrV^—>a 

fctSs 111 ^3-© A- V ;U 3 > t; a - :5! t teli- s {la A B ?8 
v:^— » (PIM) ZT'iJ-y— >H>'{c:^e>t^M;Sr 

m-D (win) J tV^^dfc^fg^-rsCtA^Tt 

5„ eititt. *M6^t{±. feiit.J/E-tr'y hO-r-^A~^IE 

[0 0 5 9] El 1 Otd;. ^J^JfMicrosoft^tOWindows 

M^S^-To Windows (?»S#;) ■^^X^-T^y'f'yT. 

■fAtt. i5iR!^j2s®t -r fcfea-odlt^T 'J 
^r-~>3 >^^-r§„ Hi 0t?tt. ->X-rAtt. y'yi' 
v-^ 1 0 2 K 1 0 2 2fe<ttfi:|i^>i-;P 1 

0 2 3©<J:5 ^'T— ^^^f ^Netscape Communicator 
77°y^-i/33 Vt. MilS'lili^g] 0 2 4 . mm^ \ 0 
2 5 . «?^-;Hi#S 10 2 6, Otitis 1 0 2 7 *5<t 
tf^X^'Ififfl 1 0 2 S^-^tyMicrosomiCDOutlookry 
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V^-i^a > 1 0 4 2 fc. fe^KADx-^? 1 0 2 9. 

yr-fyVi^XxA'lffgi o 3 ofecfcWBA'i^g i o s i 
^^tfWindows (MSiStl) >i'''->X-r A 

[0 0 6 0] ^!|f^7:/U^-'>3>l 0 4 0. 1 0 4 
2. 1 0 4 4t±. ll5iLfc77°U':r-i/3 y;i-7">^~j:i7 
hi 0 1 0. 10 12. 101 4^#-r5o ^ZT'U'Ir 

;o >'*a-;Wcj;fpffifflRrt|;a;SfSfi^7;t-v-y hi;;&oT 
i/-'S-r;l/^ti?a.-;b9 5 OtJtLT. 'r-^^Mfo 

^ i^zL-jv^ if ©<fc a K^yji:! T- 1 § A^^mm- 1^, ^ 

SKx>-»fi:. j?i!l^{fNetscapeA>P)(Oamif$B 
1 0 2 2 fcOutlookA^SOji^glf^l 0 2 4 tOP^T-T 

[0 0 6 1 ] lai Ott. 1 0©SH±T'^2il'r 

i^h^. ^Hxyv-Xc-g-S-tirSct^&pItgt-rs. 2^ 
^H^(DS/X-rA©'tv'":i7'J-r'r^^LT0^?.o Bf'^^ 
ttt. f$/£i/X-rAK»|a(xyi;y;Sr-i'>'X 1 — ;l/t"« 
r^fctel^T. I'yx h-yl/7°ni7"^Att. firT>iI->X-rA 
Kl^ltL ^ i.77''J H >^7i>i ^ h^mUkt^ 
Xoicm^-^n^o windows (^mf^M) -^ty 

-^fflO-r^X b-;V7''n^7"^Att. Windows (^fiffi 
M) v->->tc#^Lo-i)~>XrAfcJ;y'77°U-tr-~> 
H >ffl©ffimiJ©7:^'J'5r-i/3 >;i-7->'x^' h^W-D 
30 TV^So ctD-fyx FJT^77U';r-iy3 

77"'; 3 >:a-7'->"x h t J; :S7-/'J -y-i^ 3 

■^t jH- b li=J©ffl';ii-©x 7 * ;P h >X h -;btMT'tt^; 
V^l^pJTt-r >x *{>ri)(Jfl^:S:77'U '^--i' 3 

3 >?i-7i>~i^ h^i'yxb-;l'L/c<:&i/^t©T-$>o 
T. ;*:^B^c0>'XxAC0-g|!*B^ttMLfc<&(/^ 
J; ^ *^|:i»i?OFJT^77U 'r—y 3 y^ilin-T c -h^ 

[0 0 6 2] •Yv^'-^-.-y br-^fT^n^iwUBv-xxA 

vj^-i;^ y b-9— >'W*??Bfl(D->x-r A{c;m-?,n 

SBx -y h 7- i'^{*©f^fflfcct tf^^tt^llfiJ 

[0 0 6 3] 01 4{i. *%B^©— yx-rACtt^^tl 

?>-7?.v'"^>h+)--Ai 4 1 OOWSH^^fo Sfc. 
Hi 4ttt. ■7#^-:/y>h-9-->'^l 4 10. *g|(5-tj--A 
JO 1 4 1 5 43d;tfSJSWFTP'+J---'^] 4 2 00-r'^Tt 
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nt^'m T P U i^i'^*bTt/^^gHx>i?ycD-^!| 

£^^■r T- Oft^-f >7°U ^ > 3 y^^m. LT 

4 3 0fc7i7-bX-r2>f=i6OSgWFTP'9— /^l 4 2 
0, 1 4 2 5t43tt;5'|f$gC^!f-r§sfnI^nfc7^-bX 

v^i.ffi*£Dastt. v^.i^^^yhyp hn^wa-fbTr 

lR]ffl*nTl^«'r-^A^7^-bX-rSi2-^©^S. iIrT' 
^ h 7 4— A (c t> « :i— tf 'If IS^ffiJf -r ^z.t.t'-l: 

i^-t^tctbic^ SSL (secure socket layer) ^fflv 

T*^f^tl9S/^■Y^^— r+Xh^B^ynhn^ly (HT 

TP) *ffli.^T. mn^noo ■r^-zy:^yh'>)--/^t. 

d;tf«^jA^7^-fex:&SiJffl-rs/fc46(i:. n-;/4^;y;yilc 
iSh™ (Locking semantics) ^fmit^^ tifT^^c, 
m^li. aSS^^FTPMiRT-ti:. 200^Sx>i>> 
■hm—r~-^lcnLrmmcmMLi:vtLtc^^. IrI 
-7--^fc5!j-LTlRimc7^'-trX-rsS§xy-»;g:i!5 

C©±i-a-Ktts v:?^^^"/^!--^--/^^*, ^Hx 
[0 0 6 4] ^ms.x.yiy'yii, ■^^■^i/:^y\-^~/Mc 

:j.yi^ym!mmt(Dmic^f-f^Mmrfmff^mt^ 
So ssx>i/>^6gg*cD-r^Ttt. ^^^wtte 

[0 0 6 5] Sa^HtT^-itSC j;f5. g-ISHxy 

i'XxA(Di^iaaiSfte<fct>'^5^f«fi)c^?T5 c tis^r-^^o 

c tit J; 0 . tgtf^inW tgif<^nfc^RgW«%g«x 

[0 0 6 6] i^X-f A©*P>tSiJOSI^T(i. y-^.J?^ 
yh-^~^W'>'7-^7yh(D!lli^iy^^=:.XL.^^f^- h 

> V > -> X f- A±ic - s fc iBiiicois-g^g^-r -s 
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i3-XL.%,tifz. -^^'J:^yV'^-)^(D-:fnY:2)\,itm 

[0 0 6 7] -7#^i>~>«>h-9--;^(i, ^5t. ->XrA 

7-y7'S^. SgOS^ (device selection) . ISIfl-y- 
—i^^ayWi (storage server selection) fe<tt>'|q!fig* 

70 FJtS:!— 1f'<D7;<j'>>'hfi:oi/->T. /^X7 

a-+P~©7 * y h fe^t S •r'- 1 7 i' -b X f S ;^c: J6 
i.= 

[0 0 6 8] V^-v'^^H}— .'^{CMjll-S'lf 

*5<fcO\ v^i;'^yh-9-->'^A^f,2^|g^©>/XxA 

20 \z It S ft ©fl>MS:* K 5t f 5 -T - © 7 n - 1 oi ^ T 
tt. HI 5A^8H1 7t^fJ!ia7n-H*5<i:tJ?T'-i' 
7n-|a;&iK^-r-g) i:{c<fc ijB^eA^fc^So 

[0 0 6 9] HI 7a. x-^;7D-€)MBSia*5j;i;2|s: 

[0 0 7 0] HI 7{c^-r<t^t, 'i7x;I/*AS5lcl 7 

1 ot?ltl^v^T, a— iftt. jiina— +f'^iy"^-;i/ 1 
7 1 2:&ffifflRltg ('i':t^-7Vb) tb. z.<ri\k. iiinS 
B*i?a-;i/i 7 1 4^ffifflRjeg (-T:?^-:/;!/) K-rs 

iO ^^■'1'y7'^'^^^75c:i;*^~f^F^^lSo ■9--Yy777"*^g 

[0 0 7 1 ] H 1 7 t^-r<t'5{c. iiipa-^fq&i?^.- 

;H 7 1 2a, ^ifSi-r-^^^-X 1 7 5 OKfcttSa- 
Ift^rtLTi— F^jiip-rSo iiin 
«gtv^^-;H 7 14a. a— ifSB-r-^S^'^-X 1 
7 5 OCMLTa— iffcj;t;giK(;&iai)p-ri,„ ISii'iUX 
h 1 7 2 0. ifeCj^'t. I^BxVi/'v^^'^Vu- Kfecfc 
U'Mif-r-^'^-X 1 7 2 2a. i^iJOSMtVi-;!/ 1 
40 7 1 4 tc*tLT3ltR-r-^^ttt^-rSo 7*"^>'F;gfflE 
ti/zi-;H 7 2 4 a. 17 1 0tfeitS7x;b*AX 

-;l/i 7 1 4cDiS5:^iA^?><Dii5iJgA:']*«:m-r?>c 

[0 0 7 2] -B7;*'i7>FAW|Ifej;milll$nS 
fc. 1 7 7 OtfettSa)l-r-^tg»^^-rS*%Hj! 
OS/X-rAO^Jiy!i>^a. 7 7'r;H 7 5 6. vl!?;^-;l/ 
1 7 5 8. 1 7 6 0. ]i*S1f IS 1 7 6 2. 

* 1 7 6 4 ^i-XS^T.^ \ 7 6 6©=fc^i4a— +f'o:ilxn 
-FtWLT7i'4zXf •5i:fc7b^'-PtS7x7x'Xi' F 



-13- 



25 

ayW^"— r-^^-X 1 7 5 2 A^BilgiJ^tlSo *K 
fl^Ktt. 7°a7^'l'^"-r-^'-<-X 1 7 5 2tt. JiSgLfc 

^•r-^f-^-X 1 7 8 7 t^^ty^Bx^v^v 17 8 0 

e> O -r - K ^ b T 7 ^' -b X -r S o 
[0 0 7 3] ■v^j>'^>h-9--/^(DgyogP:bHc«. 
^PJifeL (17 3 2). nWkflt?yY\. (173 
4) . W\'m:WJ-i'± ( 1 7 3 6) ?>/;J6<OD>y + >i7- 
:i— if'^^ML ( 1 7 4 2). SB^ii 
iPb ( 1 7 4 4) . Sfl^^SL (1 7 4 6) tSdcU?^ 
a^SM (1 7 4 8) ■r«ci:^$^/-£. a— tf1f$g;Sr 

[0 0 7 4] la 1 4 tiS. ^glfl-y--/^ 1415 <D~mif' 

WL(Omm^y^-%'y h7°n hn;K::J;oT7i'-bXRr 

^i^4^feTWWK*tT^-fii. C fcTb'iBf 1^/5:7 U+v- 

-^^7:/';^r-->3>;§-Y>Xh-;l/t:5ci::fe<s 

7 h7-i7'9--ex^*ii-r-i>c tA^T'#^i:t*,t, 
[0 0 7 5] 1 ':5j.x±©tsi«-y--A' 1 4 1 5 mm.<D 

7A'j7>Kc;j;Da^ti^c l&^ft-y--/^ 4 1 5{i, x 
-^/^y-y-S/'OJilitt (persistent) tSJfliK^^fSJt 

■y hy-^(cfctj-§g^,|Bi^:fe~>X7"i.^|H|l9!*-i±i.c 

;&D-;WVy ^'■f S C t A^T'tS <J; 3 t^WF^n? So 

[0 0 7 6] S-^SSfiif-Al 4 15a. fiEMO:^^^- 

-r-OiT-j/X-T-AT'^-y h'7;j--Afflcr)|iJpF T P-y- 
fefeoDH T T p :/d h 3;^;&ffl^/^T^il 
*ti9 5c ■r'-^?-<;-X7i'-trXtfctt 
a— If (0^7 7''i';l/vX-r -<0iH-7 r-Y;l'aE1a 
© J; ^ ^ o- :^;HB«ffl ©Sffi^ffl o ^T^ii^ ti 3 2> c 
1§*fl-9"— /^l 4 1 5tt. ■r'-^/^y^— i/'on t°— 
XxAfcfcnt«gy«*g*fl+i--At^S]*-l±?.fci6co, tS 
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ynhn;b (originating protocol) ^^^f 5 <J; 5 ^S:*! 

Ifiech^^^U^^' (tunneling) :&nj 
tgi:^-?., mtf. HTTPT'nhn;!/ 

rtgjlOFTP h^7-r-y^^ft5|8-r?.otA'!T-t5o IS 

|Bl-£D-9--/^t^'r?)^8!(©»Mx>i?>fcJ;S7 

i'-bx?-fit'ig-rsrcJ6t. §g©n-y4^>^^-mttii^a- 

70 ty^ tA^T-^So /ct;^|gilfl-9--/'^l 4 1 5mmi^^ 
< tf C t) k^^mco X- ^ ^ ^ -y "r-iy^Unt^ 
iltA^T'^Tfe. ^^Hxi/S^l/^. #Sa-^f(7)T- 

T*SiW-9--/^*^*?i*n-S^Jctt. iiinLfeffifXi? (sc 
a ling) ^^m-T^C tt^Xt^Sio 

[0 0 7 7] -iiiitLT. isifl^)— /^a. ^mmc-D 

V^TS^F T P t/t«H T T PS^i^fflV^TSIil^n 
i.„ HTTPtt. M5l<i:{t;«:i:^'^7T'<i;^Tt,^i.„ "T 

•7 ;^ — ^ . " app I i cat I on/X-www-f orm-URLENCODED" (D 
J;a^:-»W&jg^:T-igg*ti5 5„ ??F-^{t:ttR F C 1 

8 6 6{c0jjne^nTv^«„ mn'f-^mnmmi.. mm 

HD«< ili:A^~Tti)*^i:'^A^5rrXh-r«.Ci:i:. A 

A-r f - y X F U -L.(D'f- ^ ©d; ^put =1 -7 > K t . 
-r-rb^'hU'jX-r-O^rnvvFi:. iJllnv>K 

[0 0 7 8] H 1 5tt. ^^mict^t^^ ry;l/ (pul 

I) J mmmm^^mLTi,^^. mi 5ic7!k-tyjimm 

^^nm\ 6(OT^st-/'y->a.[HlJ53o:)M7a«. siix>-:>- 
V(DR;^7b'>P)^tf?tiao El 5 tq^b/c±9*7°;HR] 

ntAt). SiSx^iz-ya. »liil©-r-^^|lJ»J^-ii;S 

[0 0 7 9] ^gfiti. lRj^^lfl$&-t«/tfe©3d3SO F 
40 U AV:^7xXA^^-ri)o Windows (^i5iffi#:) ©^'•^ 
'i'7y F*5d;tfPalni (gItiSIf) pi lotOi; :&v^< 

{m^miimm^^j-^^km^. itewt f if^n 

5 o mmmrsi x f u t iwiii t -y- d-;- f * ti 

So '>aL7'^-<-X{e:Lfc77°'J'^->'3 

tt. :x-^A^-^xy-9-i'F$^ttl!BE^*xXAtni7" 

-fV-rs^tHJ^iL. ilfRfi^ta. a— if©n^'"7>i; F 
S fc tt-t -y -> 3 > A7 F C J; 0 Ih] iW^tT 9 ^ t 
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%5.t>lc. ^,SE*5<tt;ffl^i: (validation) fflOv:^ 

Tl/^So HIT PS5R%-y--A(C)!^bTiM{iL, C©g 

^ L tl iD^5R©M:& 7 * h ^MUt^ c t Mi 
•5servlet^#?:?o 

[0 0 8 0] gg03«M*3j;rfaSg©i7^xtt. [H|MI!? 
nTl^2.f$4lOS(l^''i'7'^3$[?lt=iig)JiJL. y':7-i;:>^y 20 

s (mm^m) mm. zoo^^^paim (Mtisif) s 

S^ io(D'i'x7"-9--ex3}<-^;bT-$)i.A^feLn%i^ 

[0 0 8 1] 01 st^-TJc^tc, r)immmMii. ± 

F;bt^^,i 4 0 mmmmi 1 4 1 or-m 

msn. coigjRAira^^ntxif. iSiU 4 1 5^ct5t,^ 
T tsirt -9-- ^ t >pfr 2. ^ ti o -ajg MA^ss it 

J>fLTI^"^JH#^cJgfet■r«ilfcA^'-e#:fel/^J:^^^:, tS^ifl-y-- 40 

1 4 1 0- 1 4 2 50H^*^-r'^gkA':^-f-'?.i;. y7.y- 
h\,t.7-^ F^^/c^l 4 0 StilSo -Bj:.yi/y^-j% 

fiXfi.l 4 3 Otfea^T^i^yi'SnSo Hf/^— >*3> 

[0 0 8 2] iT^^-v3>o-r-^*%:it-rnff, mm 

x>i>'>tt. Igl 4 3 5t^3l,^T. ffla'li$g"o get 
A'^^t^fSo 50 



#iTl 2 0 0 2 - 1 4 9 4 6 4 
28 

[0 0 8 3] -RMmm-^in^h. M-g-ttXSl 4 5 

Of^:^5V^Tm^nSc M^iPj^XgC^t-^T. if 

M^^iP?*-r 5 c t A^'T- 1 o 

[0 0 8 4] -mx^iS^JLU 1 4 5 0 tfeO^Tfi^i^Sn 
St. A'sA^Xgl 4 5 57-{^#^nSo h^t^TMl 
4 5 5(±. 7-r;l'^*5<fct>*v-);ey^'*3!)^>/X-rA(Da- 
A;l/^Mx>'->->'iiJt$B-g-^nSj;a£-rS= Xgl 4 
6 0. 1 4 6 5. 1 4 7 0*5<fcO-'l 4 7 5{C^-r.fc-5 
fc. Aa. 7'rxi:.b'<;H 4 6 0. 77'U'5r-$/3> 
1 4 6 5. mm.V^}\^ 1 4 7 0. Sfctt. :7^-y S 
7-^7b-<;H 4 7 5 ttettSMif^-a-t?o ±3ZgLfcX 
^©■etl^'tltCtet.-'T. A^^^Xg 1 4 3 5^MS;l/- 

?>tlTV^So A' s*^?lMRjHgT&ltn 

{f. v^.v'>(>'h-9--/Sn-y^7ti. xgl 4 4 0tfei,^ 

[0 0 8 5] m \ 6{*. *^B^(Di'X-rAfeJ;rW)S{c 
>b^A^S7"-y~>al5l^(D-»J^^-ro 7-r F;l/«Sll 5 0 

sA^BtetoT. x?Mi 5 1 or'WM^ripi\mmt'^^ 

4L. Xgl 5 1 5{Ctel,^TA's>b^^x7i'^ni.<, if 
(D^-r7'(DSM«®!b^^^Lfc:A^fc<toT. *-yF7- 
i' A 1 5 2 0. «jtA 1 5 2 5, ^p/fA 1 5 3 Ot^ctt 
7-<^L.k 1 5 3 5*^5tfig^nSo 
[0 0 8 6] -B.B[T^7:/U':r-v'3McS<fbTA'sA^ 

t-5jtM^RlHltt-i>Ig 1 5 4 OtfcHSS. ISIfl^t 

4 5C?tLT^P>*i)jg3^A^mL5So ixEL/cRf^S 
cDifc:A^-p-^H5(*=!^-ri)i:. Saai{i:7l' F;l^«Ml 5 0 

B#tjg|'d-rs<i j; 5 -f'^^-7';bfc?txS, 

[0 0 8 7] -MXgl 5 5 5-PD>y^';f)';^Hj-eni) 
t. A'sA^i>'Xxi:>fc7-y7'u-FSns„ H^LTV 
tC. dcOXS 1 5 5 5tt. T'i'fUk 1 5 7 5 *3 
<tt>"77''iJ^-->3>A 1 5 7 0*7>y7°n-Ft" SC: 
ts »MA 1 5 6 5t/fctt*-y F7-^A 1 5 6 0^7 

ya- F-r 5 ci t ;&aty= -n a ' sA^^t-^*! 1 7 <y 

n- F*tiTLS-5 i:. -r^-i/;^ > F n ^7-9--/^ 5 
8 OA^iSK^ti. mm->'^\rint^'&mM'TM \ 5 8 

5 £fel^T$*7■rSo 

[0 0 8 8] ^Lco^v^di^yy^nma. -^--/^tEjg 
^^oyjimmvmmLrzp^micti^ti-^^m 2 ositxy 

[0 0 8 9] - a Hffl r- 7 :t --7 -y F Klf $gAMJi.*& 
^tiSt. ^ii¥iX>i>Xic07:j---7-y F^x— ^f^^ 
•y^-vrttJifigf So dtitJ;*). ^x-^/^y-^-- 



-15- 



29 

©■If fgK?^-rs^M»3i(7)fHa!^^3j^. T-^^^-y 'T- 

[0 0 9 0] :^maco-^^mmtLr. -r-^/^y^ 

[0 0 9 1 ] '^m:!:.yi>'yi>i.. X h U-A^rc*ijA*i, 

[0 0 9 2] x-:S?/^y-5r-i;tt, -'W•:^U•r-^7;^- 

Ati. giJ©->X'r Attest •i.^oe-;; h^lHW^-tirS C 
fc*^-p^?.c, SM»^f*. -MOA^" Mx^;l.a5Mg)|t 

fcV-x^i:n< h/clj-!|t/^7 7i';l/CjfA 

©T\ w&^y'Jy\t. xhu-A©tt'A^?)>'Wh^ix 

T. i:c07 7"i';l'OitT^^-v>'3>'*4fi)fri>o 
[0 0 9 3] ail«T'^tltf^^tgPT'ti.il tT'So 

7ri';l'^^ML. c©J;3*)f^M%^/W-^-'J 

^COJtfl^^&g^iKDAI^tCjMOjIL^l/^tJS^o 

Hi ©At^tt. i^'-OvXxA±fC:tU v''-t;l/7 
7'r;b^jtoTfc'3. M7T'©vX7-A*':3ts:?^BI!c73i/X-r 

Attei^Ti'^>-7';i/ mmm t^tinif. *#j2<o 

2 (0->X-r A±-t:-X»^Smi|-r§ c tTb^T^SJ; a t 
■r^fcfet, ^1 ^0>•X■rA^i:^^LTSMSWS;'c^i^i 
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[0 0 9 4] *?gB^©v-X-rAtS-^"l/^TJi{i-r~>a- 
(Communication issue) ^lX!3fS-5 /ci6fc^ x— 

■y-5r-s/*i?)1tf^feJ;t>"7:/'j'y-i/3 y^-^iy^^^ -y 

:fe->XTA/^y'^-v'■tai-^^t;^t^5„ ^~>XxA/^y 
:fei'-'^>XT-S5o 

[0 0 9 5] 0 1 2 tt. *^WtS-:5l/^TfflV^?>n^s 

S>x ^ b X F 'J - APgJI4fiicD?Mj-r- 7 - v -y F 
^^fo HI l*3<tt>*lll 2^#H§f«C, !!t^77''J 

-^r-va y-r-^^]tttetj-5:§-7i'-rA/b\ 01 3 C 
S^t-J;^^. 7 7-i';l', 7:t;i/:?\ ai^sg'If^S. H?^- 

aB^?)*^T'feS„ ?Rffl-r-^«iga. i/X-rAfc<J;t3-tl- 

20 /K-F*n/c:S-77°U'>-— >3>*^e.. §:5?-l'7°©x- 
^fc-DV^TV-y l:f>y^t^/c7'1'xA7^'-;l/F*^^ 
Tl-'^o <fe-3T. ^•r-:5?7'('— ;l'Fv-y try^7(0 Tv 
X^-J UXhf*. ^IS(07^-rA:Srf5r?:?o §7yu^r 
-->3y:t7i>'x^ htt. ccoj;9^7f-;l/FO-9-7 
■fe-y F^itSWi-r^o ffic^x^^ts-^^yV^-a-ty. 36?> 
(*S^M±T'?iJffl Rl^^S i4)St«$6tSt LT7 ^HzX 
T t ?> J; 3 1" S >i7 X - ; 1/ 7 7° U - -> 3 > O 
46fcmi/^e)tl^77°U ^-i^3 >>^-7~v'xi' 1 O© 

iO [0 0 9 6] F/f/E7'f'^A 1 2 5 Oillt-g-tn-57-l'r 
A7'r-;bF l 2 6 0 ©iftJi£^iJ*'^'ll l 3 t^R^^iiTt/^ 
5o cnP>©l?iJ^7f'rA;i-7'i>'xi' ba, f?iJ;^tfMicr 
osofti±©Out look© J; o *SJ ?)aT!!)-'?)fe©t?36So Ou 
tlookti, y<-t7'l'-fA] 3 ! 0. ■n|i^7t-;l/7'l'-rA 
1 3 2 0. ^7.^74tL. 1 3 3 0. b>5!'-7'l'x 
A 1 3 4 0, 7-y^v-^7l'-rA 1 3 5 0. 77-1' ;l' 
747-L. 1 3 B 0, ^-V*;F7-l'xA l 3 7 0. y ^ l\y 
1 3 8 0fecfct5ii;iSS1f$g7'i'-rA 13 9 0^ 

^iiLTfci?. s/c. cnsc-r-^Ttt. lai 3t^L 

40 fc<t:'5^7'r-;l/F^^9-r§<, 

[0 0 9 7] •r-5'7;t--7-y hii, S/c. T^J-K(r) 
^at. c©tt1f^A-ra'J{c^< iinP)©7-l'7^A{£: 
lljii L ;'i7'r -r A 7 -r F ;&-'5-x 5. 7 * ^^^tM-PS 

1 2 4 O^r^t^o 

[0 0 9 8] 77'J^r-v3 >:t7'vxi' b 12 3 0 

tt. xhu-A{c43tj-s^i5;fgA^r^-tnfcfe©A^b©. m 
7v'xi7F 1 2 2 ott, coMmommmr'&^. fto:) 

50 F 1 2 1 oa, f'-^XF'J-AtfcltSlf^gA^^lt^a 
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[0 0 9 9] ±5ELfcJ:5t, g-7:/'J^-i'3 :y:t7" 

rc, l^3-F«>L<«75'-^';l/©<fc9*^1t$gx>"r-< 

-r-r, b=i-H'l*107'('-;l/F<DJ:5^'lff|ji 

-YX^^ty, #7-/';'5r->'H>':e-75^xi'h 

tt. n>t:a-^?>«-*077°'J':r-fy3 y^^^tBfS 
/£46©l'>^-7x-i'X^+h*°-h LTl/^^o 
[0 1 0 0] x-^^Vyi'tt. -ii^StC^t-r 

jiW-r-^-t*t)-6^W'^';7r-i';l/x-^t, 

[0 10 1] /^y'>--S>'cD-S§W«3ifi. T—^f<y^ 

7 7'^';l/-?-^'. 7T-i';K 4-7'i>x^ h*5<J;tffigiJ^ 

^m^t^. mn. hyy-^'i'iysy. 77°u^-->3 

[0 10 2] ■r-^^^y';^-v•'©m 1 gI5ii-«. ClCD-f- 50 

:t7->"x^hfe<fcr;ib{^«7)S*e^^i3e;&:fri.c ^rts 

tt. ;t7"i>"x^ hfc^ij^^n. UUID (Universally Un 
ique Identifier) ^>rJ^^T^l^1)JlJ^C^^ii^tL?.c :t7'i^~ 

>jmm-^ti^t>\ ^ti<i;t)fe«acD:t7>'"x^'h«. » 

fi^UU I DtjcDWi^nSo S-UU 1 DiJ:. ?ff^L< 
2 se-y VM^^fi-o 

[0 10 3] h-7>-9''^e/3 WJ7r-i';L'OJg^ 
i:«5aiIL^-ri^7n-yi't»f*^ti5c C<D^^. cti 
h<r)'7r^Mt. ilfRWt. Hg^^tSti. *5 

.ttf. Ji^^'N-y^Tb'S^tSitW-fJ^ti^c F-7>1f^-> 

[0 10 4] • Tfi'^yYKmizm&i.rz.v^jy'f'^'y 

[0105] • t-'ivi^-r-^ 7XCI5IIJ!l!t-5 h ^>+f ^ 
va>tt. x-^/^y i'7r'i';bt5i-S^tii)o 
[0 10 6] •/W-t'J-r-^ftMSfS F^>-f^'-> 50 
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3 ^7r-r;l/:t7~>*x^' b§fCgiJ'5?(0x-;S'-'^y 

[0 10 7] f—^i^'v^Jr^Mt^ yr4)\^^--K 
^i:a■:3<#gWJ*fflV^TliglJ^t^•S.o Jg^'UUID.VER" 

fcl/^5 77'l';b#~.-At-Cil/^Ttt, UU I 0*^51^^:4-7 
>^x ^ h fflCDiiglJ^T^ 0 . V E R a h ^ y+f -> 3 > 
/^-v^ayS^TS-So C(DA-i/By^m±^ ±^r^ 

fc"D0001"Off^^*fc;So c:co"DOOO"{iiti. 5ifSL< 

[0 10 8] ^— tf'7:*7>hJl£DUU I Dii. -?%'J 
^>h-9— A (MS) tctD^fig^nSo MStt. S 
/c. a— if7;^7 7 y F l^(?3-r-c5?/^y ^ 7 7 -r;l/^5J» 
•ti)fcJ6«D;l/-Mijt^-^^a, UU I D^Bfej:t>V^- 
>^3 >#^oiift€)T— 7;b*{:S}$-r^o MStt. t 

ft. §'WL<omm.3:.yi/ymmmL^ott^mim'^ 
'^^mnt^<o\z.mi^s.^-j^y'^wm^mm-t^o 

[0 10 9] -r^TO-r— ^/^-y ^(i, x— ^^^y^'t 

tf. x-^>'^y^"^■y^^"<D^^cf^f4^n■i.o 

[0 1 10] x-^/^y'!r-i>~-\-y ^"1f>|!g(J:, /s-i^'n 

##^4aft^^-i>~3>"im n^xvy 
■9-^X\ a-x-^©-9-^X\ teJ;0\ 77°U^-->3 

[0 111] '^•y^'©7*--7'y h«5!f$L<(ii;5cOJ; 
■5 {c^So 
[0 112] 

[an 









4 




4 




8 




4 




4 




4 




4 




4 




4 




4 


a—tn-x 


4 




TBD 



J.;(T<0<i;'5=i>-r>>V^f'('7° (ContentType) mmm 

[0 113] 
[g2] 
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Ifl 2002-1 49464 



33 



34 







DP_CONTENT_RAW 


n— 


DP_CONTENT_COMPRESSED 




DP.CONTENT ENCRYPT 




ED 





[0 114] 
[^3] 



"fJlfi^-C/ (DeltaType) ti. fflV^Stl« AW^U 7 * 







PackageDeltaTypeUninitialized 




PakageDeltaTypeRawData 




Packaj?eDeftaTvDeDeltaXDelte 




PackaeeDeltaTypeDeltaBDifF 


BdifF /^-f^iJSa 



EEli^'-rytt, •r-^?^^y^7*^~J±li{[:^tiTl^SA^f^ ^'f~^^^~y^-iySm^-(y (DataPackageCompression 

t-^^Wmt^. EIS^'T'7W^E^nTV^n«\ -r-^? Type) ^fflV^T. ifiJfflBrtgT-$.-S„ 

^^;'^'JI«'N-;'^A'5x-^>'^y^''\-y^«0^ti!<„ [oil 5] 

Ti^7rs-tii^r^S.1^^^y (Compress ionType) fitt. SC- [g4] 







Package CompressionTypeUninitialized 




PackageCompressionTypeNone 




PackageCompressionTypePK 


PKZip:?;*-— Wl- 


PackaseCocnpressionTypeLZS 





B|^^'l':/«. 'f~'^f^"j^iS^^m\L-i^X\,^^ij'Er> ★taPackageEncrypt ionType) ttj; 

^^-y -i^SSmt^y ■^'■h'if- ^ ^■(Dm^M< o [0 116] 







PackaReEncryptionTypeUninitialized 




PackaeeEncryptionTypeNone 




PackageEncryptionTypeXORTest 




PackaKeEnoryptionTypeBlowFish 


Blowfish 


PackageEncryptionTypeTwoRsh 


Twofish 



1^ [0 1 17] 

[as] 









Size 


4 




Version 


4 




Sigriature 


4 


vy*5^+(4271) 


HeadarType 


4 


'^S'^f i'-f :7(HeaderTvDeCom(JfBg8ion) 


Reserved 


12 




DecompressedSize 


4 




F?eserved 


50 




Reserved 


12 





J-:^Ttg^-r'^'y^'"^'f 7° (Headerlype) ffiti, "r-^/^ 
'v'T—V-^'y^^4'f (DataPackageHeaderType) ^Jl 

[0 118] 
[g7] 







HeaderTypeUnlnitialized 




HeaderTypeEncryption 




HeadeTypeCompression 




HeaderTypeRaw 





[0 119] 
[^8] 



50 
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35 




36 




TT-I X UM hSSO 






4 




Vereion 


4 






4 




HeaoerType 


4 


'^•>y'5i-f;?(HeaderTypeEncryDtlon) 


Reserved 


12 




DecryptedSizB 


4 




InitVakie 


16 


TBD 


KeyLength 


4 


TBD 


ClearTextKeyBrts 


4 


TBD 


Salt 


4 


TBD 


PadBytes 


4 


TBD 


HMAC 


20 


TBD 


Reserved 


12 





[0 12 0] 



[«9] 






cINop 




clAdd 




ciDeletd 




clChanse 




cIMove 




cl Rename 




clForceChange 





*Ji(Tt^-r Fx- ^ ^-r :/ (F ieldDataType) 
mit^f-^^^y (ciDataType) ^fflu^iiil ttc j; 

[0 12 1] 
mi 0] 



20 



■7-1— ;uK 




cllnvalidTvpe 


TBD 


dStrin/i 








cIStrinitIS 




clEmotyStrinic 


TBD 


clBlob 




dBlobS 




dBloble 




dEmtrtvBlob 


TBD 


dBvt« 




dShort 


iflfcf-yHi 


dDvrard 


32f'yhtt 


dQword 


64tfvl-ffi 


dDate 




dDoubla 




dFloat 




dUuid 




dZero 




dOm 


1« 


dUnspecified 




dDefault 




dCellection 




dCollectionS 




dCollsctionlS 




dEmntvCollectian 





Account: := DeviceList + DataClassList 
DeviceList::= {Device} 
DataClassList: := {DataClass} + ProviderList 
ProviderList: : = {Provider} + DataStoreList 
DataStoreList:: = {Folder} + ItemList 
ltenList::= {item} + FieldList 
FieldList::= {Field} 

7 * > h tt. :i— ff- 7* > h ic-o\.^r(Dmmmm 



40 n.-Hf:?.-Afe<J;t>*>'^- 

im^y^-jVV^V (eFieldTag_ 

ItemType 

[0 12 2] Siifttt. Tti'yyhoy 

^iiSfi, "name", "type", ^bt/K 
Windows (SfelSSIS) , ttmSigtV 
JO yffi (eDevice_[Name]) ©J; 9/5:^ 



[NAME]) ?:lr1-SC 
.PIN<OJ;atBMS* 

, 4"°— Palm. 
^o/c7'i'rA^-r 
^' (eField_[Nam 
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e]) tA^T'^So 

[0 12 3] x-^i7^x«. miiTt?:mm^-cr(Dm 

(eDataClass_[Name]) : 
Tag 

UNKNOWN 
CONTACT 
EMAIL 
CALENDAR 
TASK 
NOTE 
JOURNAL 
BROWSER 
FILESET 
PIN 
DEVICE 
FILEBODY 

^(Dyx:i)%^9 (eProvide[N 
aie]) tfiJfflpItg*7'D/W^'^i'"0<5!lt:i*. 4"°-^ 

Palm (ggS^f) . MicrosoftOutlook 
H) ^ LotusOrganizer. MicrosoftlnternetExplorer^ M 
icrosoftWindows (mSMM) *#%-^tfo 

[0 12 5] x-^tengpa. T'n/'i-r^rtfif^g^^s 

^•r'-^'tSJffimiUii-y-.l^-h^nS^^i'" (eFieldTa 
g_[Narae]) tt. ^--A. T-fxA^-^-y. 'm^^ -^^i 

-r-rA^-f^a. yyj-^y^ mark -r-^-^-XfeJ; 
i;store_Fi le^-^tJo 

[0 12 6] x-^^S^flgprto-lSffitoo^ 

UU I Dt<i;DSII^ti. 3b^o, lXT^i:g'^•rj;5*7^- 
-;UF^?^' (eFleldTag_[Name]) ©(/''■rtlA-'^^rtf, "T 

[0 12 7] eFieldTag_ltemType<i{i. imT-i^h.^ 
7°^ 1/ ^ T , e 1 1 emType.FOLDER O cfc -5 BjJ.E ? tl 5 o 
[0 12 8] Zl'-rAtt. ^i^ODrL-if'^-^fTb^e^S:^ 



(20) ItH 2 0 0 2 - 1 4 9 4 6 4 
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*r//^->>'3>cDJ;'5*^i' (eFieldTag_[Name]) *^ty 

[012 4] J-XTt^-r7'1'■rA:5^'1'7°m^ in»r- 
:Jr^^X (eDataClass_[Nanie]) ^fflV^Silfctd;!??'] 



a*S/7F^X7"-y^ 

7r'i';boiK* 



20 A. 7'1't-A^;^7. fIR-=pfiteJ;tfA-i;'3:/c[)<fca& 
7'i'-;l/F^i^:S:^tyo 

[0 12 9] 7r-r;l/7-^'-rA{*. -KWta, J,;iTO 
j;5&f>tiP7'r-;l/F^i^ (eFieldTag_[Name]) 

(eFleldTag_[Name]) : 
Fi leAttributes 
Great ionDate 
Modif icationDate 
AccessDate 
30 FileSize 
FileBody 
DeltaSize 
Hash 

T^'rh.^^'I'Xt. 7;t— T-yF (eltemType_[Name]) 
^SfflL. ^m. (extended) . 7:t;l/^'\ 'mi% (atta 
chment) , a*S1t^, WJUXF (distlist) . 
-;K *b>^'-. ^X^. (call) , 4^ 

XF (post) . i>>— t;K 7*-A, Xi7U7°F (sc 
ript) . WA. teMfcA*? (favorites) . +f7'X^7U 
40 yi/^y (subscription) , coranlon_favorites^ •rXi' 
F-y7\ common_desktop, X^?— F^ — it— , ^-V^- 

i'-y^— (cookies) ^ 'fu^'yh.^ comraon_progra 
in, 7^^~-\-T ^v'f^ conimon_startup^ jMft (sendt 
o) ^ (recent) , internet_cache^ fcXFUs map 
ped_drives, 7°U F^^/>F. F+a>«>F03 
T'>7°L'— F (doctemplate) ^ 7*>'F^ window_sett 
ings. app_data_folder^ app_settings. 77'l';U-b'y 
F (fileset) . t°> (pin) . Wi.. data_store. 7r 
-(';K 7d/W^". data_class, -f'>5?— (intern 
50 a I) if^tSo 
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39 40 
[0 13 0] y^-)\^Y\,i. '-^-X^f'l'y^gO-fe-y b *So 

©■5*.0 1 OtcSoV^Tt/^?>o ■r^T©7'r->'bK^^" [0 13 1] 

1tm> J-XTt^^t■7*-v•y ^;&jla^,^T!^^^^!S-fk^n * [g i i ] 









FioldTae 


16 




FieldType 


e 




HeldSubTyoe 


10 





Tyj'^y (unknown) , ni/^? (long) > dword. B{>f 

(date) . XhU>i7~ (string) . ^-^-tU. 7n— h 
(float) . (double) . I D (u 

niqueld) , UU I D. 7ri';l/. ISxij (Invalid) 
ty^<<D7'r-;i/F^-Y7'*^?iJfflRlggT'^«„ long 
a. H i?"x >-rV 7 > (big-endian) 7^— -^-y 
H&-^fb^tlfc4 A-r btt-e£)?>o 7^'-;bH^'f 7°DW 
ORDtt, lf-yi'"x>-r^'7>7*-v-v hT'Hf^ft^ 
nfc4^W hfiiT-$>2)o 7'r-;l'H^^'r:/S t r i n g 
fS;. 1 N U L L A-Y h^'^mtfeK -iigtoa- n- F^^ 
^i'^'T-feSc MB c s^it(i'1'y^-7x-f■x>!JW 
p.^^«.» 7-C-;l/K^-l'7'B i n a r y (4-^(0-' 
T-S«.o 7'r'-;l/F^-l'7°U n i q u e I Dtt. aiHti;! 
*iSiSiJ? (UU I D) #,*PC<tt)^g^tl§<k3%-il 
©Af'hT-feSo A0-^'>:?-7x'rXA\ n-;^j;U{S 
•9-7"7f-;l/K<?)sBiE 
Base 

Etna 11 Address 
Emai lAddressLlst 
SearchKey 
CategoryList 
StringLlst 
DistributionList 
Gender 
TImeZone 
Boolean 
NonZeroBool 
Priority 
Sensitivity 
Importance 
SelectedMai I IngAddr 
ddr) 

TaskStatus 
FlagStatus 
Recur renceType 
DayOfWeek 
DayOfMonth 
InstanceOfMonth 
MonthOfYear 
BusyStatus 
AttachmentType 
Mai IBodyType 
RGB 



BiMB'j? (Lu I D) mxm'shkx.^o -y^-ix^Y^^ 

7°QW0R Dti. l£-y^''xy-7-V7>7^-V-y FTBf 
10 ^^t*n/c8;W FfiT-2fe§„ 7'r-;bF^i'7F i 1 
e tt. 7 7 -r^b^^-rV -f - ^ ^^tffflgiJx- ^'^v'^ni 
Sii-raUU I DT'35So 7 71'MCSLT^/^X^IE 
iE-rs 1 NU L LA-f h*'!ftt^<-iiOax3-K+ 
•ir-7i':5'{c. A0i'>'^-7xf'X:^)^i§t:)-t.tl§„ 
i!{£07Tl';l/^t7"^-^:/*^?iJfflRl^T'$)S„ ^•9-7"^'(' 
-9-4-:- F ^ ff 77°'; -y-v H y^^PjfiJ 

»?^-;b7 Fi^x 
m?>«-;i/7F^x';xF 

^■fri'JUXF 
XFU^^UXF 
IHfljyxF 

i^'x>'^!'"— (enumGender) 

L. V"— > (enumT I meZone) 
y-}]/ (TBD) 

•tf n ffi^Sr^f § ;!/ (enumNonZeroBoo I ) 

®S (enumSensltlvlty) 

ffiiiJS (enura Importance) 
mU-^nf^mmr F bX (enumSelectedMall ingA 

(enuraTaskStatus) 
y^'if^M (enumFlagStatus) 
i^ilL^^y (enumRecurrenceType) 
mic^liZB (enumDayOfWeek) 
^fcfeitSH (1-3 1) 
^(D&] (enumlnstanceOfMonth) 
mcmf^^ (enumMonthOfYear) 
^iy—^M (enumBusyStatus) 
'Mft^^4Zf (enumAttachmentType) 
;l/2^f2^^^7' (enumMailBodyType) 
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41 42 



ManagedState 


Saai^^ (enumManagedState) 


Faold 


yu}U^'\^n-f^ F A 0 - 1 D 


Spec i f i cat i onFo 1 derType 


W giJ7 1)\'^'^-<-/ (enumSpec i a 1 Fo 1 derType) 


ResponseState 


(TBD) 


ResponseStatus 


f&^Xx-^X (TBD) 


Journal Status 




PageStyle 




PageNumberMethod 




DelegationState 




MeetingStatus 




Meeting Invitation 




CalendarType 




DateOnly 




TimeOnly 




PhoneNumber 




URL 


URL 


FilePath 




PopMessagelD 


POP?{-vb-S^'I D 


MIMEType 


M I MEtJf-l'y 


INVALID 





*5J;t;ilSgi'X-rA©-«©-)gfk^ti;fc:/n-yi7|iiT* 

0 O^^tJo hy-i'T 0 Oti:. HI 
7tfeli-S|g|^'9--/^3 0 Ok 3 0 02CDJ;3:felOi:^ 

±<D*&Jfl«*^^tyo El 7 izmt^ a ^aaoftSJi, 

li, ^&mP C 7 1 0fcJ;O-':t7i'7,fflP C 7 0 

■1)0 

[0 1 3 2] 121 1 StteV^T. ^■7'l'7yhV7h'i7x 
7(4, ^)6fflPC7 1 Ofc:t7i'7:fflPC 7 0 2©il73 
t-fvxi — ;l/*tiT*3!?. Microsofta<DWindows 

>hy7h'!7x7«, a— *fp C±^oa>{?:&7;/U'5r- 
y7f7i7t*-f|gU, 77'J'!r-i/H>;6>«5t^n« 
J:5Kc:(0y7h'^x7^«fiSc-r^„ -r-^ 

A\ li^*77°'J'>-->'3 >A^6a!±l^n. COx-^ 
^"i^it ^ ti /hfj )i'7 7 U v- 3 >*3 J; yg|,''-f t « llfj^ 

■H. 7-y i7-7-i'fcJ;0'Hfiitf d}*rVty«';?%i''7X© 
[0 13 3] -SIJimiT'fi:. Mlcrosoft?±©OutlookA^ 



HI 8(i:*5tj-i)^^fflP C 7 1 Ot-OXh-yl/^n 
«.o il©«!!lT'«. 1 0{Boa^1t$g*^OutlookT'7'n^r' 

^A$ni>„ a— tf'a. ^•5'i'7>'hy7 h-^iZt^t 

■5t}S>Tx-rSo i'7i'7>'^y7 h7i7tt. Outlook 

\zT^^7.u ±isi o{Boa*sif$g^atHb. ^og 

U U I D " C O N T " tt#/e:t7'i>x h © j; ^jI^ 
1f$g^^U "DO 0 0" ttC(Dx-^>'^yi';6V^— >" 

JO 3> roj Tcg,5ci:?r^LTi^S„ LnP>©]IIS'If^ 
^tl^'nA"I.'Wl03 I D#{^K 2, ... 1 O^fJtl 

■y^C0NT.D000©'t'tiiig^;^^a5o mff. ID2«. J 
ohn Sni i thji ©SEISIf |g?r^-t „ C O^iJ T? . # h ^ 
1f^'->3>'K 2. ... 1 0ttMBLfc7^7>/3 (ass 
ociated action) TfeS riiJpj :&#t" ?.o CO^, -r 

-^'/Vy^CONT.DOOOtt. ^--y hy-i7 7 0 0 t7-y7" 

[0 13 4] :t7^'XJlP C 7 0 2 tt. ;7^-y h 

40 y— J'tJgi'iL, T^-^-'^-y^'CONT.DOOO^fiilHiJf 

M{*Wtc(i, ccO<j;9*liSiJttt. :t7^'XjlPC7 0 
2 > h-y— 1 8 0 2 (C>r^ LTfi^^H^ff-r 

COflSjT'a. :t7-i'XPC 7 0 2A^#^x-^? 

^7^X (C(0{?ijT-ttiS&lf$g) fflOU^A^/grS-f-^^/^y 

h-ft-zU 8 0 2 {ciiJal-Sili;A'!-g-SnSo ^^-v-p^ 
y l--9-->";i 802a. ;i-7'i'XfflP C 7 0 2C>ttL 
T. :t 7 -f XjU P C 7 0 2 A'^^^ -y 1- y- i' 7 0 0 t iiij|n| 
giiLTJ-m M^SIflSffl^MlflgO-f'-^^/^y^r-i; 
50 *^+l— /^3 0 02t*g|fl$tiTv^Si->ci:^^-r{i^^ 



-22- 



43 

5MflLTjSS-r«o LnKjS;?.T. :f7-rXPC702 

/^.-'Ja y 0 ©^JS'lfflBT'feSCONT. DOOO^:ili]E|iJ*tl 

§0 ilOx-:5?;^y i'CONT.DOOOt*, ^1^7. 
fflP C 7 0 2t^'~>i7>'n-F^tli>o COx-^/V;;^ 

iPJ A\ CcOtS, :^-7i'XfflP C 7 0 2 

ilP C±(D^7v-i'7yhy7h'>i7(i. Lotus Notes 

7:/'; ^— > 3 y^m^^xm&'mmnm^^-^ 

^ijS*tlTV^?)o L(Dj;S^, CONT.DOOOA^?)© 1 OIKD 
iHtafi, Lotus Notes^aiMilSKjiffl^tii.©-?. ^ 
lifflp c 7 1 OteJcif^t^-rxfflP c 7 0 2{c*5tti,B 

IS1t$8«lR]»3t-?.o :t7d'XfflP C 7 0 2tt. 

7 -1- xffj p c 7 0 2 (i. ; ^- i>' 3 0 (pmmm. 

T-'^/iy^-iy:^ty^7.mPC 7 0 2:6'^iifflLfcC 
t^^fft^^. v*i/->< h-y--;'! 1 8 0 2 KjlEl-r 

•9--/^ 1 8 0 2 J; t) Ui/'X h y 1 8 0 4 tffiJ^fSn 

[0 13 5] coyik. :t7^'XfflP C 7 0 2©a-+f 
tt. Lotus Notes<DS*S1i$g*MSfL. 1 oJ;i±©SSS 

ni.= Lotus Notes77°U^-~>3^'«. ^-^^y 

h7-^7 0 0CS^LTll2(Dx-^/^;''5^-v'^7>y 

yn-F-tSo ^:0^2(D■r■-^;^7'>--v•~tt2 OfiO 

ti, ^m. C0NT.D000{CfeltSM<tf)feifH,^SM1f 

IS^SSlf So :t7^'7sjrjP C 7 0 ZiC^^Ty-fr^- 
]f-^ntc7-'-^^<.'y^-iyl,i. m^(Oyr^}\^^-L.. 
CCfiajTiiCONT.DOOIfCtDi^SiJ^nSo ilPx.T. :4-7 

-fX/HP C 7 0 2(i;. s':7--:>"/>'F^j— 1 8 0 ZlCtt 
LT. CONT.DOOIA'^^-.-y FV-^' 7 0 0t7'y7°n-F 

■stikct^mii-r^m^^mm-t^a si-7^'xfiipc 

7 0 2A\ HffT'SSCt, trj:t>*>. CONT.DOOItfc 

F U 1 8 0 4 )5'i7 -y 7°n- FStiSo 

[0 13 6] co?^, mmmpc 7 1 0«^->y Fy-i' 

7 0 otciiitL, mmmpc 7 1 o(cfctj-si'-7't'7> 

FV7F'i7x7tt. Fy-i'7 0 0tjg|5?^!-nfc-7 

:7-i>'^>F-9--Ai 8 0 2tm%^'iio. m.wm^it. 

*)6fflPCli. ^JSfflPC7 1 9A^V-^;?^-y FV-i' 
7 0 OKM|n|Jg|;;!LTJ-;(*©, liiJirA-v-H VO^iliti'} 
fgt LTOCONT. D000^iigiJ-r5€^?r. ■7:7.1/ p( y F 
■9--AI 8 0 2t5«fLT5Mifr«o > F-9--^^ 
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1 8 02a, mffl-9--^^(i:>i^bT. fe-DfcgTLv\ 

■lflSt^^-r5^M'lf$EO-f-^^^-y^-v'~^FplV^-g-fe-& 
5o V:7.i/^>F-9--Al 8 0 2a. uOi^^x-:? 

CcDf!lTttC0NT.D001?riiSiJb. ^Sffl P 
C7 1 OKSitLT^O.fca^-r-^-'^y'i^-v^A^Sffi-r 

5il fc^ffiSl-rstifg^. ^JSfflPC 7 1 Ot>rtLTJM 

ffl-r§o ccoft. mmmpc7 1 ot43tt«^vi'7>' 

Fy7F'^7x7{*. ifUV^f--:Sf>'Vy'5r-i;;&p>Rtf= 

t^. v^.i^'/y F-y— 8 0 2fi:. LO-r'-^z-^-y^ 
70 -i>'^^^fflP C 7 1 OK>rtLT5'"'i7yn-F-rSc c 

■a-fcajiin-T'^tcoNT. doooa^?.© 2 ofioassiifg 

a, ^;gfflPC7 1 OKfciJSMicrosoftaoOutlookt 
J;!?<SJtf^tlTi/^§ji*SMtCjiffl^tl-5o Microsoft 
tt(O0utlookfcj(<tLTSM'lf?B^jifl-rSiii:. 43<t 
t>\ c ©t^Out lookt 4bnt«.a^'lf ^g^HSf-r?. c i: 

mmmpci 1 ot4bnt§^'5i'7>'Fy7F'i'x 

7{cJ;DiiS?tlSo COIS, W.^m?Cl 1 Ofcitf 
:*-7-CXffiP C 7 0 2tfcli-i,^^^1f^li. SSlHl^f 

[0137] rjiiipj rmxr^ < ffi© f 7 >-tf -> 3 v 
■'fi'v'3>©^*.(Diott. r^iiij Fv>-9'^'->3 

T$)So t(Dfi?iJ;S-fflt^-i)i:. C0NT.D0O1A^^.-y Fy-^' 

7 0 0(i:7'y7°n-F*ti/-dS^ ^^XmcDh^zoyM 
*SW$g*'5^M*nsci;A^^5„ fiaj;^tf, John Smith 

BiS#^A^St> -5 c i: «|St A S c h A^-^ S „ d Oft. 
dcOo.— ifti, :t7'rXfflPC7 1 OlCTi^'tT.LX. 
30 g^^OS^SMttettSJohn Sniith©«ig#^?rSMf 

[0 13 8] com, ±IS^— iftt. i?iJ^tfs i'5'1'7 
>FV7F^7x7t<fcSn>lfi-:5fX^'J->{caS^ 
^tx/c riiiJJWj .l^^zy^rJiffl-rsOT-. grx-^'^^y'ir 
-i>-r;9:to^^Mci<>'tONT. D0027b'i^fi)c*n:t-.-y F y- 
:^7 0 Ot7>y7'n-F$n^&iW-9— -''^S 0 Ok 3 0 
020-5'fecO 1 otlgJrt^tiSo "7^-.i>"><>F'9--A 1 

8 0 2{c?^bTx-5?/^y'!r-i/X0NT.D002A'57-y7°a 

40 Dv:^i;^;>{>F-9-->'M 8 0 2K5rfLT)Sffi*tlfe«it 
5b'!7-y7"'n— F^tlSo x— i'^^y ^r- i/'cONT. D002 

l-- S j5 1 fel/^Ts X- ^ ^-^y -ir-v^CONT. DOOOfe J; t>'CON 
T.DOOIiS^oTO^So SMnv>Kfed;tfB8a-ri)g 

ititifi^Stt, WJjia-^KIIiilibTi/^So Hft^Wfctt, g 
MJg^tt, Jim I D. COJt^(e:ttJohn Smith^at" 
I D#^2{CMaLTl/^So in^T, -r-^^^y^— >• 
CONT.D002tt. ^3!-r'<t7^'-;FF. dOi^-^ta 
r«Igj fecttf^OirLlviffg (cO±i^tc(iJohn Smi 
50 th©iTLl^«|g#^) %#tyo 
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[0 13 9] dofem^ mmmvc 7 0 zi)^±.^\.tts. 

^^^-y'5r-j;cONT.D002A~^^JgJlP C 7 0 2 t^^'-^^n 

ii t ^i?.ii-rSo ^^ffl p c m-y v y-^ 700 kvk 
mwm-^m:^\t^ Mmm p c 7 0 2 commm ? 

C 7 0 2*^C0NT.D002^S{f LfcCt^&SK-rffi^^v^ 
>^;^y h-9--^^t3Sfi-rSo CiOt^, MicrosoftaoOut 

Jl P C 7 0 2 C ©tS. ^^ffl P C 7 0 2 A'^M- v^'a 

^yb-y--^] 8 0 2}cj>tLTjg{i-r§„ «fifflpc7 

«\ f—i'^^y^-iyli.m^mP C 7 0 2C^*'>>'a- 

[0 14 0] li^*^'^xc)x-5't-oo^r^M*'^'** ^0 
H^K-otir. 7'-'$i^^y^-iyli. Mrt-9-->'^3 0 0 

M'Vii., ■r"-:J'/'^y'>--v>"C0NT.D000«2+D^W h 
(K) ^[S*L. CONT.DOOIttl K^c&Wb. C0NT.D002 

ttO. 5 K?-r&^t-S„ ^^'T-MtS. 

5 K ©1§ipfl2gWcti8©3-S)07 r-i";!/};:.}; 

tiSo *S-^$P^*^«?iJ;^tf2 5;><*VWh (M) tPiS* 

[0 14 1] ■SJi#-u-£oTfe^;<Tfe. 

T-t*Tfe5-5o COiMTii, :x— »f(ig^^©^)afflP 
C 7 0 2 tfelj-i,Microsoft5±(D0utlook© T-fyiip-y ^7 40 
XJ t 2 0 0 OffiiDtt?><— ;I/^JtoTl/^5c COO.— 
if'tt. ^7'i'XfflPC7 1 OcDia^^OfflOS^j-fOS 
g«-m)^JlP C 7 0 ZlzWiim^rcl^t^S-^o J;-3T, 
■r-^?;^-y'y->*'MAILDOOO*\ «i6fflP C 7 0 2 tfe 

mm^mtLX^^-j W-^l 0 0(i:7>y7°u-K$ 
JKOx-^/^-y-y-e/tt, 2 0 0 Oiif'^TOtt 

tts Bflji-r?. I DS^feJ;tflBJi^5 7^->H>' Tii 



#11 2 0 0 2 - 1 4 9 4 6 4 
LDOOOa. i^^-(DT*'i7>'htfJt5STe.nfc^2 5M 

m«:SS^fci6t. 2 0 0 OHiD^'yb— i>'0-5"^0 1 
5 0 03l«r?SS-r^?g£3WF^^^T^So 

1 5 0 0CD r?g£j T'^'y^y^^h.ti. Iffx-^/^y 

LTVSo ifx-^^-<-y^r-i/MAIL.D001tt. $P>{C1 

^Ftfctj-Sa— tfti, £W$nfc|g*fl^F^O«^ 1 0 
MA^BCOfiOl?]] /4-ri5:t)'5 2. 5 M fc ^ -^'M 

^t^,^#-r5itnfc*t>, ^^t«^<oM«i iMtti 

[0 14 2] Lkif-^r. m^X'hmmi^-. ^m^^- 

Ji-Dh^nm-^n^xo x-:Jf/^y'>--v'"*jiJi£ji* 

'i:N2i!*%§„ ±jZKLf=l?iJ;&ilJt.^;St. ■r•-^^/^y'!^-S/• 
MAIL.DOOOfcMAIL.DOOItt, ffx-^'^^y^-v'MAIL.DOO 
I^Bgfilfc-rSfciiiJc. MAILDOOKCfcltS R^Sj 7^ 
>A'!M-r-:5'-'^y -^-S^'MAIL DOOO{Cfetti.|a|-© 

^:<D*f■r-^/^y^r-i>■tt. i!ftL<a. :t 'J v'-^^l'd 
MAILD001. -r^ctoi; rri'ffij 7i'i^3 ^^^^^^'f i. 

v^MA I L. D000« -^M^SO^: I ^ (D i: * i. ©T'f^S^ 

Ctj ;£^SLfdt. *S«fl-9--/<!ti:{i»rMAILD00lT- 

2. 5MlcST-S'>-tSo 

[0 1 4 3] 01 Stfct^r. *?gHi50-^MMKS 
■iSV^TMStlfc^-Xn-'J >^x>i/"> 18 0 6 
li . -r- / ^y -:r- i>"^fl)3ftii D t jiif ^ -ff?. <j: t IS 
lte>nTi/^So '^-xn-ij^i^'xyi/yi 8 o 6tt. 
i/£L<{i:. :?^>y F'7-^7 0 OtcgM^tl^^SiP^fxV 

1 8 0 8 o 1 -DcoctifcieH^s ti^o -mmmmz' 

tt> xn— 'J >^7"xyi/> 1 8 0 6 0^tT(ia— »f 
{cJ;D;ii!i»*tLSA\ SU©:j4fiS}B!l-P(i. -<-xd-'; 
>yx>->'>a, x-^$iaMfe<kt>'lRll9->Xr A(C J; K) 

■c-^tT$n^±i-g-ta. a-^ftt. ^sfflpc 7 0 2© 
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W X U - > K i^" ^ 7 f- * ; b -f > ^ - 7 X -f X cD-gg 
[0 1 4 4] HI 9ti. *%B^O-^Sgmi{cS-j!V^T 

$ ti s . X- ^ y ^—-j(DmmyjS;^irs-^mrh 

igo^'tt^ tSrffi-9--/'^3 0 Oi. 3 0 02(O<i;-5*bd-°>>" 
■rA, -fiJhbTa. Si D. I D. T^'yay^ fej; 

n^7^7-L,tm(DT-fTL.t(Dmm^mm-t^o i d 

7'f-;VF, fi?!);l{jT'-^©^^X?r^Mf'^t&0!b^ 

?rWL. A-^o, 7'i'-;l/F{cc>l^T(DSM'lflg^«31-r 

[0 1 4 5] HI 1 9fc{4. -^-X/^-i^a >D 0 0 Ofe 
<ttf CcDti-CD>'^— i/3 ^'D 0 0 1 0 200x— ^/'^•y^ 

■rAi:. loJLX±(D7'i'-;I/F^-gtyo MfrWtti^ 
-XM'-S>'3 0 0 Ott. I DtLTCi2i:. T^v- 
3> TjiiiDj 3o©7-<-;l/F, •r^t)-^, Stt"J 
ohn"^jf -3 fc r7r-XF*-Aj . MirSiiiith";&Jf 
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BASE ROU-ING ENGINE FOR DATA TRANSFER AND 
SYNCHRONIZATION SYSTEM 



PPFFRFNCE TO FARLIER F| « PH APPl IHATIONS 
This 5s a continuation-in-part of the following co-pending applications: U.S. 
Application No. 09M9D.550. filed January25.2000.U.S.AppiicationNo.oa/491,675 

and U.S. Application No. 09/491.694. filed January 26. 2000. all entitled "Data 
Transfer and Synchmrezation System.' 

n.nPVRlfiHrr NOTICE 
A portion of the disclosure of this patent documeret ppnteins material which is 
subject to copyright protBction. The copyright ownef h^s no ol^iedion to the 
facsimile reproduction by anyone of the patent document orlhepatentdisdosure. as 
it appears in the U.S. Patent and trademark dffice file or records. Iwt otherwise 
reserves all copyright rights whatsoever. 

FIELD 

The Invention relates to the transference of data between two systems 
independent of the form in which the data is l^ept on the respective systems, and in 
particular to providing an efficient means of communicating data between systems 
and devices. 



HACKGROUND 

The growth of computing-related devices has not been limited to persona! 
compiitersorworkstaBons. The number of personalcomputing devices has grown 
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substantlally in both type and f onnat. Small, hand-held computers carry a multitude 
f contact, personal, document, and otherinfomiationand arB sophisticated enough 
to allow a user to f^x, send e-mails, and communicate In other ways wirelessly. 
Even advanced cellular phones cany enough memory and processing power to 
store contactinformation. surf the web. and provide text messaging. Along with the 
growth in the sophistication of these devices, the need to transfer intomation 
between them has grown significantly as well. 

With a multitude of different device types on the market, l«eping infonnatton 
synchronized among the different devices has become Increasingly problematic. For 
example, an individual keeps a calendar of infbnnation on a personal computer in his 
or her office using a particular personal infonnation manager application. This 
individual would generally like to have the same Infomnallon avaHable in a cellular 
phone, hand-held organizer, and pertiaps a home personal computer. The individual 
may additionally have a notebook computer which requires synchronizing file data 
such as presentations orworking documents between ttie.notebook and the office 

computer. " 

UnUl now, synchronizaiion between both documents and personal irifomiation 
managers has occurred through direct connection between the devices, and 
generally directly between applications sudi as a personal Information manager In 
one device and a personal infonnation manager In another device or using an 
Intemiediary sync-mapping program. Oneexampleoflhisistheprevalentuseofihe 
3Com Palm® OS-based organizer, such as the 3Com Palm® series of computing 
devices, vrtiich uses its own calendaring system, yet lets users synchronize the data 
therein with a variety of different personal information manager software packages, 
such as Symantec's ACTl™, Microsoft's Outlook®, and other systems. In this 
example, an intermediary synchronization program such as Puma Technology, Inc's 
Inlellisyncfl" is required. Intellisync® is an application program whldri njns on both the 
hand-held device and the computer which stores the infomiation dataand m^s data 
systems between non-uniform data records. In other cases, direct Iransfer between 
applications such as transfer between Microsoft's Outlook* computer-based client 
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and Microsoft's Windows CE "Pocket Outtaok" application, is possible. 
Nevertheless, in both cases, synchronization occurs through direct connection 
between a personal computer and the personal computing device. While this 
connection is generally via a cable directly connectiriB, forexampie. Palmedevicein 
a cradle to the personal computer, the connection may be wireless as well. 

On© compoRBnt of these synchronization systems Is that the synchronization 
process must be able to delineate between when changes are made to specific 
databases and must make a decision about whether to replace the changed field. 
Normally, this Is measured by a change in one database, and no-change in a second 
database, insome cases, both databases will have changed between syncs. In this 
case, the sync opera«on must detenmine which of the two changes which has been 
made is to Vin' and replace the other during the sync Generally, tiiis detenronanl 
of whether a conflict erfsts allows some means for letting the user resolve the 
conflict. 

In a tedinical sense, synchronization in this/ manner Is generally 
accomplished by the copying of full records between systems. At some level, a user 
is generally required to map data fields fiwri one applicafion to another and specify 
which data fields are assi^ed to which conresponding field In a different device. 
Less mapping is required where developers more robustly supportvartous ptatfonus 
of applicalions. 

In many Instances, the data to fcje synchronized is generally in the ftxm of text 
data such as records of addresses, contact infomtation, calendar information, notes 
and other types of contact infonnaBon, In certain instances, data to be synchronized 
will be binary fbnmt of executable files or word procsssor-spedfic documents, in 
many cases where document synchronization is required, the synchronization 
routine simply determines whether or not the documents In question have changed, 
and uses a time-based representation to determine which of the two files is newer, 
and replaces the olderfile with the newer file to achieve synchronization, as long as 
the older of the two files was in fact not changed. This is the model used in the 
familiar "Briefcase' function In Microsoft Windows-based systems. If bolh files have 
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changed, then the synchronization routine presents the option of conflict resolution 
to the user. Such synchronization schemes are gensrally relatively inefficient since 
they require full band-width of the document or binary file to be transfen-ed via the 
synchronization Ink, In addition, at some level the synchronization programs require 
interaction by the user to map certain fields between different programs. 

One of the difficulties in providing synchronization between different 
computing devices is that the applications and platforms are somewhat diverse. 
Never^eless, all synchronization programs generally requine certain functions in 
order to be viable for widespread usage. In partlotdar, synchronization programs 
roust work wfth popular applications on various platfbrms. Sync applications must 
allow for conflicts resolution when changes are made to the same information on 
different devices between syncing events. They must provide syndironization for all 
types of fomiats of data, whether it be text data in the form of contacts, e-mails, 
calendar information, memos or other documents, or binary data in the form of 
documents orprograms in particular types of formats. ; , 

In a broader sense, applications which efficientlysyhchronize data between 
disparate types of devices can provide advantages in applications beyond 
synchronizing Indhridual, personal Infbnnation between, for example, a personal 
information manager hardware device such as a Palm® computing device, and a 
personal computer. The same objecfives which are prevalent in developing data 
transfer between personal information management (PIM) devices and desktop 
systems lend themselves to furthering applications requiring data transfer between 
other types of devices, on differing platforms. These Directives include speed , low 
bandwidth, accuracy, and platfomi independence. 

For example, cument e-mail systems use a system which is somewhat akin to 
the synchronization methods used for disparate devices in that an entire message or 
file is Iransfenred as a whole between different systems. When a user replies to an 
e-mail, generally the entire text of the original message is returned to the sender, 
who now has two copies of the e-mail text he/she originally sent out The same is 
true if an e-mail attachment is modified and returned. All of the text which is the 
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same between both systems is essentially cfcjplicated on the. originator's system. 

SUMMARY 

The present invention relates to a base rolling engine for collapsing data 
packages stored in a data transfer and synchronizaOon system. Afiret data package 
is provided. The first date package has a first transaction Including an Identification 
number, an action, and a plurafity of fields. Each field has an attribute representing 
change infonnation. A second data package is also provided. The second data 
package has a. second transaction made subsequent to the first transaction. The 
second transaction has an Identification number, an action, and a field with an 
attribute. The base rolling engine detemnines whether the identification number of 
the second transaction corresponds to the identification number of tiie first 
transaction. The base rolling engine also determines whether the field of the second 
transaction corresponds to one of the fields of the first transaction. When the 
identification numbers of the first and second transacflcns. con-espond to one 
another, and the field of the second transaction corresponds to one of the fields of 
the first transaction, the first and second data pad^iges are comtiined. Acombined 
data package Is thus defined having a combined transaction with the identification 
number. The second data package is r^laoed with the combbied data package. 

BRIEF DESCRIPTION OF THE FIGUi=^ES 

The Invention will be described witti respect to various exemplary 
embodiments thereof. Otherfeatures and advantages of the invention will become 
apparent with reference to ttie specification and drawings in which: 

Fig. 1-7 are generalized block diagrams of data transfer and synchronization 
systems constnjcted in accordance with exemplary embodiments of the present 
invention; 

Fig. 8 is a genaralized block diagram of the system architecture of a data 
transfer and synchronization system constructed in accordance with an exemplary 
embodiment of the present invention; 
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Fig. .9A is a general'ized block diagram of a desktop device engine 
constructed in accordance with an exemplary embodiment of the present invention; 

Fig. 9B is a generalized block diagram of a server side device engine 
constnacted in accordance with an exemplary embodiment of the present invenBon; 

Fig. 10 is a generalized blocic diagram of a desktop device engine in an 
operating system environment such as Windows, according to an exemplary 
embodiment of the present Invention; 

Rg. 11 is a generalized block diagram of an application object Incorporated 
into a device engine constructed according to. an exemplary embodiment of the 
present invention: 

Rg. 12 is a generalized block diagram of storage obiect Nerardiy of a 
universal data format used In accordance with a system constructed in accordance 
with an exemplary embodiment of the present invention. 

Hg, 13 is a listing of exemplary item objects used in accordance with the 
routines perforpied in accordance with exemplary embodiments of the present 

invention. ' 

Fig. 14 is a generalized block diagram of a management storage server 
constructed In accordance with an exemplary embodiment of the present invention; 

Fig. 15 is a generalized flow diagram illustrating a pull synchronization 
perfbnnned In accordance with an exemplary emtiodiment of the present invention; 

Fig. 16 is a generalized flow diagram illustrating a push synchronization 
performed «i accordance with an exemplary embodiment of the present invention; 

Fig. 1 7 is a generalized block diagram of a management server architecture 
constructed in accordance with an exemplary embodiment of the present invention; 

Rg. 18 is a generalized blo<* diagram of a data transfer and synchronization 
system having a base rolling engine constructed in accordance with an exemplary 
embodiment of the present invention; 

Rg. 19 15 a diagram illustrating a collapsing of data packages, pertonned In 
accondance with an exemplary embodiment of the presant invention; and 

Fig. 20 is a diagram illustrating a coHapsing of data packages for a plurality of 
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devices coupled to a data network, each device having a different version of 
application information, performed in accordance with an exemplary embodiment of 
the present invention. 

nFTAILED DESCRIPTION 
Fig. 1 Is a generalized block diagram of a first data transfer and 
synchronization system constnjcted In accordance with an exemplary embodiment 
of the present invention. Afirst system or device, system A and a second system or 
device, system B, are coupled by a communication line 110. It should be readily 
understood that communication line 110 may be any direct coupling of the two 
systems allowing data to pass between me systems. For example, in various 
embodiments, such coupling includes serial ports, parallel ports, Ethernet 
connections, other types of networks, infrared links, and the like. In various 
exemplary embodiments, systems A and/or B are personal computers ("PC"), smart 
telephones, a cellular phones, personal infomiation computing devices, hand-held 
computers, notebooks, and web browsers. In other ^mplary embodiments, 
systems A andfor B Include hardware components of a computer system, and other 
combinations of hardware Inclucfing. for example, a processor and memory adapted 
to receive and provide Infonnatlon to anoBier device. Other exemplary embodiments 
of Systems Aand/or B include software containing such information and residing on 
a collection or collections of hardware. Examples of such software include 
applications such as personal infonnation managers, whidi incMde contact data and 
other such infonnation. e-mail systems, and file systems, such as those used by 
Microsoft Windows NT operating systems, Unix operating systems. Linux operating 
systems, and other systems capable of storing file types having binary fonnats vvhich 
translate to application fonnats of differing types. 

In Fig. 1 , System A includes a functional block 100 representing a differendng 
transmitter. System B includes a functional block 102 representing a differencing 
receiver. The differencing transmitter 1 GO. upon receipt of a control signal enabling 
operation of the transmitter, examines a speciliod data stnicture of infonnatloh wivch 
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is to be transmitted to system B, Differencing transmitter 100 e)rtracts such 
information from System A and converts the information extracted Into difference 
information A. Difference information A comprises only the changes to System B's 
data whidi have occurred on System B and instaictions for implementing those 
changes. Hence, rf the data to be transferred is a change to a file wliich e>dsts on 
system B. difference infoimation A comprises only the differences in such file and 
wtiere such differences occuf. If the data does not exist at all on System B. the 
difference infomiatlon A will be the entire file. Difference Infbrmafion & received by 
differencing receiver 102 at System B is reconstructed at System B, and the 
changes reflected therein are updated on System B. For example, If System A and 
System B are two computers and an update for certain binary files on System A is 
required, the differencing transmitter on System A will extract the differences in the 
file known to exist on System B and any new files, and transmit only those 
differences (an instructions for where to insert those differences) to the dtffa-encing 
receiver 1 02. Differencing receiver 102 will Interpret the difference information (A) 
and reconstruct the binary files on System B. In this manner, the Information on 
System B is updated without the need to transfer the enfre binary files between the 
Systems. 

Fig. 2 is a generalized block diagram of a second data transfer and 
synchronization system constructed in accordance with an exemplary emtrodiment 
of'the present inventioa In Figure 2, System A and System B induds functional 
blocks 104, each representing a differencing synchronizer. The function of the 
synchronizer 104 is similar to that of the transmitter and receiver combined; the 
synchronizer will allow cfifference infomation Ato be both transmitted and received. 
In one ©cample. System A and System B are a portable computer and a desktop 
computer, respectively. When information such as contact infomiation is to be 
synchronized between the two, the differencing synchronizer 104 will extract 
changes made to the contact infomiation on either System A or System B and at 
predetermined times, transmit the Information ^ between the systems, and 
reconstruct the data on the receiving system to update information finom the sending 
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system, \n order to ensure that both systems contain the same data. 

Fig, 3 is a generalized block diagram of a third data transfer and 
synchronization system constructed in accxjrdancB wiih an exemplary embodiment 
of the present invention. System A again includes a differendng transmitter and 
System B includes a differendng receiver 102. In this embodiment, a storage server 
300 is coupled between System A and System B. Storage serverSOO may store a 
separate database jof the difference information A provided by System A, which 
allows System A to provide Its difter^ce infomnation A to the storage server 300 at a 
first point in time, and storage server 300 to pro\ride the same difference information 
A to System B at a second point in time, but not the same as the first p(^nt in time. 
In addition, multiple sets of difference irformation A may be provided at different 
points in time, and stored for later retrieval by System B. StSll further, the difference 
information sets may be maintained on server 300 to allow data on either System A 
or System B to be returned to a previous state. 

Once again, the storage server 300 is coupled by a direct connection 1 1 0 to 
both System A and System B, Storage server 300 may be a server specifically 
adapted to nsoeiva differendng information A from the receiver 1 00 and provide it to 
the transmitter 102. in one embodiment, server 300 includes specific functional 
routines for enabling Ms transfer. AltemativBly, server 300 comprises standard 
information server types which respond to standard internet oommunication 
protocols such as file transfer protocoi (FTP), or hypertext transfer protocol (HTTP). 

Fig. A shows yetanottieraltemafive embodiment of the system of the present 
invention wherein System A and System B, once again coupled directly to a storage 
server 300 by a direct connection line 110, each include a differencing syndironizer 
104. Difference infonnalion A can be passed to and from System A through 
syndinanizer 1 04 to and from the storage server 300 at a first pdnt in time, and to 
and from System B at a second point in time, in this embodiment, storage server 
300 includes routines, described below, for resolving conflicts between data which 
has changed on both System A and System B independently after the last point in 
times when the systems were synchronized. 
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Fig. 5 shows yet another exemplary embodiment of the present invention 
including four systems: System A wiilch includes a differencing synchronizer 104; 
System B which includes a differencing receiver 1 02; System C wfhich also inchjdes 
a differencing synchronizer 104; and System D which includes a differendng 
transmitter 1 QO. Each is directly coupled to a storage server 300, allowng control of 
transmission of differencing data A between the various systems. Server 300 may 
include routines, described In further detail below, to trade the various types of 
systems which comprise System A through System D, and which control the 
transmission of various components of the difference information A to each of the 
various systems. For example, since System B includes only differen<^ng receiver 
1 02, the difference information ^ wrtiich Is provided to it may be a sub-component of 
that which is transferred between System A in the storage server 300. or may be 
simply receiving bn>adcast information A4fronn System D.. in one embodiment of the 
system of the present Invention, server 300 does not^itself route the difference 
information derived from each receiverrtransmitter/synchrbhizer. Server 300 acts as 
a repository for the information, and the deterniirifation of v*ich difference 
information A is attributed to which receiver/transmitter/ synchronizer is made by 
eadi recefverftFansmitter/synchronizer. 

Fig. 6 shows yet another exemplary embocBment of the present invention, in 
which a synchronizer is provided In storage serverSOO. It should be recogrized that 
a fbnwarxler and/or receiver may be provided In server 300 as well. The particular 
embodiment shown herein may be advantageous vrtiere device processing power 
and memory are limited, such as cases where the device is a cell phone. It should 
be noted that the data transferred between system A and the device engine 104a in 
such an embodiment may or may not be difference information, depending on 
whether System A has the capacity to detect and output difference Information. 
Each of the devices may indude a differencing receiver, a differencing transmitter, or 
a differencing synchronizer. It should be understood that a portion of the 
differencing synchronizer 104a may reside on System A and another portion may 
reside on server 300. 
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Rg. 7 shows yet another alternative embodiment of the present invention 
wherein a plurality of devices, such as those shown in Fig. 6 are coupled to a 
combination of public or private networks 700 such as the Internet The network700 
includes one or more storage servers SOOi, SOd, and in such cases the difference 
information A transmitted between each device via intermediate storage on one of 
such servers, Network 700 may couple the devices to one or more spedalized 
tu notion servers, such as servers specifically designed to Include a differencing 
forwarder, receiver or synchronizer. The devices in Fig. 7 comprise, by wayof 
example and without liirttatlon, an office personal computer {"PC*) 702,. a smart 
telephone or cellular phone 704. a personal Information Palm® computing device 
708. a home PC 710. and a web browser 712. Each differencing reoeiver. 
differencing transmitter, and/or differencing synchronizer present in devices 702-712 
includes means to poll the data stored on storage servers 300,.3002 to detemiine 
whetherthe data present atstorage server 3O0i,3O02 includes difference infonnation 
which the particular rBceiver or synchronizer will use to synichramze the data on the 
de>^ce on which it resides. ' 

In the following description, an embodiment wherein the differencing receiver, 
transmitter, and synchronizer are described will be discussed with respect to its use 
in synchronizing contact information. calendartnfonnaBoit, and binary file infonnation 
between a plurality of different devices in the context of data synchronization. It will 
be readily understood that the system of the present Invention is not limited' to 
synchronization appllcafions. or applications dependent upon specific types of data, 
such as contact information or scheduling Information. In particular, itwill be readily 
understood that the transmission of data comprising only the differences in data 
between two systems via routines which ©(tract the data and reassemble data on 
the various systems, represents a significant advancement in the efficient 
transmission of data. The present invention allows tor optimization in terms of a 
reduction In the bandwidth utilized to transmit data between two systems, since only 
changes to data are transfen-ed. This consequenOy increases the speed atwhich 
such transactions can take place since the data which needs to be transmitted is 
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substanlially smaller than it would be were entire files transferred between the 
systems. 

Generally, the system comprises client software wtiich provides the functions 
of the differencing transmitter 100, differencing receiver 102, and difTerencing 
synchronizer 1 04 in the form of a device engine. The device engine includes at least 
one component particular to the t«)e of device on which the device engine runs, 
which enables extraction of information Irom the device and convereion of the 
InfonnaHon to difference Information, and transmission of the dfferenc© InfbrmaBoo 
to the storage server. This allows the replication of infofmation across all systems 
coupled to the system of the present invention. Although the storage servers 300 
utilized in the system of the present invention may be any type of storage server, 
such as an internet server or an FTP server, and may be priovided from any source, 
such as any Internet service provider (ISP), particular aspects of a storage server 
which may be useful and which may be customized to optimize transfer of 
information between systems coupled as part of the present invention will be 
described below. Synchronization of devices utilizing the synchrtiniration systemof 
the present invention is possible as long as an internet connection between the 
devices is available. TheinlemetconnecfionbetWBenthedevicesorbetwBen 
the devices and a server, need not exist at the same point in time, and new devices 
may be added to the system of the present Invention at any point In time without the 
loss of infomratlon. Tlie system provides totally transparent access to Information 
and the device engine on eadi device provides an operating system independent 
extension which allows seamless integrafion of the personal infonnallon services in 
accordance with the present invention. In addition, only those changes to the 
information which are required to be fonwarded to otiier systems on the system of 
the present invention are transmitted to enable etceplionallyfast response times. In 
a still further aspect of the invention, inlonnation which is transfen'ed in this manner 
is encrypted to ensure security over the public portions of the Internet. 

Fig. 8 is a generalized biocit diagram of the system architecture of a data 
transfer and synchrorHzation system constnicted In accordance with an exemplary 
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embodiment of the present invention. In this embodiment, the system of the present 
invention allows the coupling of a collection of personal devices and applications one 
uses when worldng v/ith personal infomiation. Nevertheless, the system may be 
used to broadcast public or private information to various device types. System 
software in the form of a device engine for each device which Is declared a part of 
the system of the invention is distributed across the collecUon of devices to enable 
synchronization. Distribution of the device engines may occur via, for example, an 
instaUation package fofwarded over an Internet connection. In essence, the device 
engine software of the present Invention fonms a distributed processing network 
which maintains consummate synchronization of all infonfnation in the system. The 
pr^eesstng load associated with defivering this service is pushed to the end-point 
devices which provides for easy scaling of the system to ever-targer applications. 

In Rg. 8, two typesof device engines ae shown. One type is situated on the 
various devices and outputs change data to the setven and the other type is 
embodied on the server andreceives device^erated di^nge infomiation from the 
device. An aHemative exemplary embodiment includes-a hybrid of the two. that is, a 
portion of the device engine Is on the device and a portion on the server. 

As shown in Fig. a, any number and type ofdevices802-808 may be utilized 
in accordance with the system of the present invention. A telephone 602 may 
comprise a cellular phone or a standard POTS^nnected telephone. Telephone 
802 may include contartinformaUon and, as is supported with a newergeneration of 
ceBular telephones, appointments and task data stored in a data stnidure 812. "me 
application 81 2 which utilizes the appHcation data 822 comprising such Informalion is 
an stored in the telephone unit 802. Likewise, a personal digital assistant such as a 
palma computing davica 804 includes application 814 and application data 824 
which may include infomiation such as contacts, appointments and tasks, and may 
also Include file information such as documents which are created and stored on the 
PDA 804. Device 806 is represented as a Windows personal computer running an 
operating system such as Microsoft Windows 95. 98. NT or 2000. Applications 816 
which may be mnning on device 806 include the Windows operating system itself. 
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Microsoft Outlook, Symantec's ACT Personal Information Manager, Goldmine 
Software's Goldmine, Lotus Organizer, Microsoft's Internet Explorer web browser, 
Netscape's Communicator Suite, Qualcomm's Eudora e-mail, and various other 
programs, each of which has its own set of application data 826 which is required to 
be synchronized not only with devices outside the system 806, but also between 
devices and applications within the systerri itself. Finally, a dedicated web browser 
client 808 Is shown which couples via the Internet to web portal applications 816 
which have their own set oif application data 828. Uniilce devices 806 which store the 
application and application data substantiaSy in their own hardware, web portal 
applications are provided on a s^arate server and provided to browser 808 via an 
Internet connecfion. Nevertheless, the web portal application stored on the portal 
application pioviderinciudesaset of application data 828vvhicha usermaywrshto 
synchronize. For example, a large web portal such. as Yahool and Snap.ccm 
provide services such as free e-mail and contart storage to theirusers. Ausermay 
vwsh to synchronize this vrith ^plications running on their ceHufar phone, PDA, or 
Windows devices. ' 

In order to access the spedfic application data of each of the systems shown 
in Figure 8, a dewcB engine is associated with each type of device. A cellular device 
engine 852 communicates and incorporates itself with the application data 822 of the 
cellular phone. Likewise, a PDA device engine 864 is provided,v\4iich may be based 
on either the Paints operating system, Windows CE operating system, orother PDA- 
type operating systems as necessary. A Windows-based device engine 8G6 
includes a mechanism, discussed below, for extracting application data 826 from 
supported Windows applications 816, and a web services device engine 868 
incorporates to extract application data 828 from web portal applications 81 8. 

As shown in Figure 8, some device engines are provided entirely on the 
device (and are referred to herein as desidop device engines), while others include 
components a the bacK end server (which may comprise storage server 85G or a 
specialized server, as shown in Figure 9B.) This is illustrated generally by lines 832, 
834,836, and 838 In Figure 8. Also, in Rgure 6, elements above dashed line 855 
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are provided by an administrator or service provider of the system of the present 
invention. Each of the device engines 862, B64, 866 and 868 is configured relative to 
the type of device on which it resides. For example, the Cell phwie device engine 
862 includes one or more components an-anged on the phone while others are on 
server 850. Conversely, device engine 666 resides entirely on the windows device 
806. 

Data from each of the de>nces is coupled \na an Internet connection 710 vnth 
a storage server 850. As noted above, storage sen/er850 may be a generic storage 
server or it ma/ be a storage server specifically adapted for use with the system of 
the present invention as discussed below. One or rnore of the storage servers 850 
are used to communicate transactions amongst the collection of systems 802, 804, 
806, 808. It should be readily recognized that any number of different ^es of 
systems 802, 804, 606, 808 may be provided in accordance with the present 
Invention and incorporated into the system. However, for brevity, not ail the different 
types of commercially available computing devices which are cun"enUy in use or in 
development in which the system of the present invention nriay be incorporated, are 
listed. 

In Its simplest embodiment, the storage server 850 Is simply a dumb storage 
serverand each of the device engines transmits on^ difference information thereto 
to be stored in a particular location accessible t^ other device engines In tiie 
system. In one embodiment, each device engine invriementsall processing required 
to keep all the systems fully synchronized. Only one device engine needs to be 
coupled to the storage server 850 at one particular point in time. This pemnits 
synchronization of multiple systems In a disconnected fashion. Each dsviceengine 
Witt download all transactions encapsulating changes that have occurred since the 
last synirf^ronization from the server and apply them to the particular device. 

The change or difference infomiation (A) is provided in one or more data 
packages, the structure of which Is descritied herein. Each data padtage describes 
changes to any and all transfer information across all device engines, including but 
notlimited to application data, files, folders, ;^plication settings, and the like. Each 



(53) 



It P»T 2 0 0 2 - 1 4 9 4 6 4 



-16- 

device engine can control the download of data packages that include dasses of 
Information that apply to the specified local device 802, 804, 806 or 808 attached to 
that specific device engine. For example, device engine 862 will only need to work 
with changes to information describing contact names and phone numbers in 
application data 822. while device engine 866 will be required to work with i^anges 
to e-mail, changes to document files, notes, as vrell as contact and address 
irrfbnratlon since me application data 826 Is much more extensive than application 
data 822. 

Each device engine includes compression/decompression and 
encryption/dBcryptlon componenis which aHow encryption and/or compression of the 
data packages transmitted across Internet connection 710. It should be recognized 
thai compression and encryption of the data packages may be optionally provided. 
It is not required In accordance with the present invention. Each device engine 
performs mapping and translation steps necessary for applying the data packages to 
the local format required for that type of informaaon In the application data stores 
822-828. The device engine also includes componente which allow it to track 
amlJiguous updates In cases where users have changed data to a particular data 
field on two different systems simultaneously since the last update. In this case, the 
device engine includes a medianism for drawing this to the attenfon of the user and 
allowing the user to resolve the conflict 

Rg. 9A Illustrates an exemplary device engine utilized with a generic 
application 81 0 and a generic storage senrar 850. In particular, the device engine of 
Fig. 9A is a desktop device engine, since all processing occurs on the device and 
only difference information is transmitted to sen/er 850. Nevertheless, an 
understanding of the desktop device engine will aid in understanding sen/er side 
devices engines, hereinafter described. Shown in Rg. 9 are the functional 
components of a device engine in btock form and their interrelattonship to each 
other. The device engine 860 Is equivalent to the functional block of a differencing 
sequencer 104 shown in Figures 1-7. Portions of the functionality are used as 
needed In a fonwaid-onty (a differencing transmitter) or a receive-only (a differencing 



(54) 



It P»T 2 0 0 2 - 1 4 9 4 6 4 



-17- 

recelver) capacity, as required by the particular application. 

A device engine exists for eacli and every device that malces up a users 
personal infonmation netsvork of devices in the system. As shown in Figure 9A, eacii 
device ertgine 860 includes an application object 910. Tlie application object is 
specific to each particular application 810 and provides a standard interfiace between 
tlie device engine and the balance of ttie data transmission system of ttie invention, 
- and tlie application B10. Deta'ds of the application object will be describad inltirtlier 
detail below. The application object Is a pluggable architecture which supports a 
wide variety of vendor-uniqus applications. The job of the application object is to 
map data from the applicafion into a temporary or "universal" data structure by 
connecting to the application via any number of standard interfaces to gain access to 
the applications data. The data structure of the applicafion otject puts the data In a 
generic or 'universal data" fonnat which may be used by the device engine 
components to generate data packages for provision to'tfie storage server. 

Also provided is an application object store (AOS) ^20 which includes a copy 
of the davice's data at a point just after the previous data extraction and 
synchronization occurred. Application object store 920 is a mirrored interface which 
stores a snapshot of the previous state of the data from the application otiject 910 'm 
the device engine. The size of tiie AOS will depend on the data being collected by 
eac^ device engine. 

The generic output of the application object is provided to adelta module 950. 
Delta module 9S0 is a difTerencing engine which calculates differences in data 
between the output of the application object 910 and the copy of tlie data whic^ is 
pro^rfded in an application object store (AOS) 920. The actual differencing and patch 
routinecan comprise a routine such as XDelta or YDelta The delta module 950 wll 
be referred to herein alternatively in certain portions of the description as 
"CStajcturodDelta." in addition, the difference infonriation is alternatively referred to 
herein as a "change log." Each change log (or set of difference "nfonnation) is a self 
describing series of sync transactions. As described below, the change log may be 
encrypted and cotTY>ressed before output to the networie 
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Hence, during a sync, the Application Cftject will, using a mechanism 
discussed below, extract the data of each application In ttie devica and convert it to a 
universal data format The delta niodule will then generate a difference sat by 
comparing the output of the Application Object and the AOS. This difference 
information is forwarded to the encryption and compression routines for output to the 
storage ser/er 850 in the fonm of a data pacl^ge. Alternatively, the data from one 
application can be used to synchronize to data In aiother application in, for example, 
a windows environment, as shown by anow 1050 in Figure ia 

it should be specifically noted that the application object inay interfiace direotl/ 
unstructured binary data or with structured application data. The differencing routine 
supports both uses of the delta module 9S0 in comparison generation. 

In some cases, operation of the application object and delta module is 
simplified by the fact that some applications, such as PDA's, have the ability to 
output changes to its data. In such cases, the delta module 950 need only provide 
the data into the data package, since compahson to an AOS is not required ~ the 
application already includes a mechanism for tracking Changes made to its ovm 
data. However, in many cases the applications provide, at most, a standard 
interface to access the data, sudi as Microsoft's OBDC internee, the Microsoft 
standard Application Programming Interface (API), or other similar standard 
interfaces. 

Device engine 860 further Includes a versloning module which applies a 
version number per object in the data package. As explained further below, each 
object in the data package is assigned a universally unique ID (UUID). Hence, 
unlike many prior synchronization systems, the system of the present invention does 
not sync data solefy by comparing time stamps of two sets of data. Versioning 
module 915 allows each device engine to check the state of the last synchronization 
against data packs which have been provided to the storage ser/er to determine 
which data paclcages to apply. This allows the device engine to sync itself 
independently of the number of times another device engine uploads changes to the 
storage server. In other words, a first device engine does not care how many times 
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a second device engine uploads data packages to the server. 

An events module 925 consols synchronization initialization events. Items 
such as when to sync, how to sync, trigger the delta module 950 to perform a 
synchronization operation. 

A user interface 930 is provided to allow addKional functional features to a 
system user of the particular device to which the device engine 860 is coupled. The 
user interface Is coupled to a conflict resolution module 940. a filtering module 945, 
and a field mapping module 935. Each of the modules provides the tunctionality 
both necessary for all synchronization programs, and which users have come to 
expect. 

Filtering module 945 allows filtering for types of content based on, for 
example, a field level content search. The field mapping module 935 allows for the 
userto re-map certain interpretations of Items which were provided in the document 
stream. For example, ifthedeviceengine BSD is operafingonapersonal computer, 
and a synchronization is occurring between the personal computer and a notebook 
computer, and the user has a 'my documents" directory on the personal computer 
which he wishes to map to a different directory on the notebook computer, the field 
mapping module 935 allows for Oils re-mappingi to occur. It should be recognized 
that the field mapping module allows for changes In dlrecling Ihe output of the data 
package. The field mapping module 935 is not necessar/ to map particular data 
fields of, for example, contact infonnaHon from one application^ such as Microsoft 
Outlook, to a different application , such as Symantec's ACT, as Is the tracGtional use 
of field mapping and synchronizing applications. 

Delta module 950 is further coupled to a compression module 970 and an 
encryption module 960. It should be recognized that the compression encryption 
modules need not be enabled. Any type of compression module 970, such as the 
papular PK Zip or Winzip modules, or those available from HiFn Corporation may be 
utilized in accordance with the Invention. IVIoreover, any type of encryption 
aigorithms, such as MD5, RCH 6, Two Fish, or Blowfish, or any other symmetric 
encryption algorithm, may be utilized. In one embodiment of the invention. 
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encryption without campression is used. In a second embodiment of the invention, 
compression without encryption is used, in a third embodiment of the inventfon.' 
neither compression or encfyption is used, and in a fourth embodiment of the 
invention, both compression and encryption are used. 

Versioning module 915 aiso allows the device engine 860 to support multiple 
users with distinct synchronization profiles. This allows multiple users accessing the 
same machine to each synchronize their own data set using the same device 
engine. For example, if the application 810 on a parficular device comprises 
Microsoft Outlook on a personal computer, coupled to a WBoosoft Exchange server, 
and Outlook is configured to have multiple user profiles, versioning rrmdule 915 wfll 
tr^ack the data applied through the device engine when a sync request occurs. This 
allows two users of the same Outlook client software which access different data 
sets, either in the client computer or on a separate server, to uBIizethe samedewoe 
engine and the system of the present invenfion via the same machine. In a further 
embodiment, a particular device engine supports the use of foreign devices 
accessing the system via the same connection. Palm® devices, for example, use a 
cradle to connect Id a computer and/or Internet connection. If a particular user 
wishes to allow another ueerto use his Palm® pilot cradle connection to synchronize 
the other users Palm» pilot, tlie device engine can generate data packages to 
update the local applicatton object store for the foreign device. The application 
object store can therefore be used as a temporary storage for cases allowing 
synchronization of foreign devices. 

The output of the device engine 9O0 comprises a data package which is 
output to storage server 850. As noted above, only one device engine need be 
connected to the storage server 850 at a given time. The data package can be 
stoned on the storage server 850 until a request is made to a particular location of 
the storage server by another device engine, Likewise, delta engine 900 can query 
alternative locations on the storage sen/er for access to synchronized datavwtfiln the 
system of the present in venbon. Access to areas of the storage server is controlled 
by a management server (MS) described more fully below. In one embodiment. 
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each sync operation requires tiat the device engine for each device togin to the 
management server to authenticate the device and provide the device engine with 
the location of the individual device's data packages on the storage server. 

Data packages may be advantageously provided to the device engine from 
the storage server in a streaming fomiat, altowing processing to occur using a 
minimum of bandwidth and storage in the devices. The device engine 860 and 
partlcuiarly the delta module 950 interpret data paclrages based on the versioning 
Information and thg mliTored data preser>t In the application object store 920. When 
data is returned to the detta module 950 from the storage server 850, the delta 
module returns differenced data to the application object 910 for the particular 
application which then translates the delta Information Into the particular interface 
utaized for application 810. Once a device engine has been fully applied all data 
packages from an input stream, it generates a series of data packages that descnlae 
the changes made on (he local system. The device engine uses the local application 
object store 920 to keep track of the last synchronized versjon of each application's 
actual data, which is then.used for the next data comparisdh by the delta module on 
the next sync request Generated data packages can include operations and 
encode changes generated from resolving ambiguous cases as described above. 

Figure 9B depicts how server based device engines may be provided in tlie 
system of the present Invention. The Palm® device example is shown in this 
embocfiment, \Miere the Palm® device has the capability of connecting directly to the 
Internet and a service providers data center 900. The data center includes a firewall 
975 to prevent unauthorized communications with servers resident in the data center 
900 and protect integrity of the data. The storage sender 850 may communicate 
directly through the firewall as may the management server (MS) 1410. Shown 
therein are two syric servers 982 and 984 each of which is dedicated to syncing one 
particular type of application. Sync sender 9B2 is dedicated to the Palm® device, 
while sync server 980 is dedicated to, for example, a portal application (Porlall). 

Since the Pa\nf> Device 804a Includes a mectTanism for Iransmitting changes 
to its data directly, data may be transmitted using HTTP request and response via 
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tfie firewall G75 to the sync server 982 where differencing and updating of data in the 
AOS can occur, after which changes can be downloaded to the Palm® 804a 

The synchronization server is an application handles concurrent 
synchronization of user's data. Each Sync Server includes plug-in support for 
inutOple devices to be synchronized using the same sync server executable. Each 
device type has it's own device name that identifies which AO / AOS components 
will be used during the sync. 

~The sync server uses the concept of a universal data record in its internal 
sync differendng engine and when sending data to and retrieving from external 
entities such as the AOS and AO. Hence, in the Palm^ application, the job of a 
server AO is simply to take the device-specific fomnat of its record and convert into a 
universal record format 

The Sync Server has a plug-in architecture so that 3rd party appilcallDn 
partners can easily add Iheir services into the server.- Currently, rf the server is 
operated in a Microsoft Windows NT Server, the sync-server discovers the sync 
components via the Windows NT registry. In altemativci^rnbodlments, this function 
is performed in a Component Manger which operates on each sync server to 
manage processing by each of (he AO and AOS on the server. Each AO and AOS 
are implemented as a stand-alone DLL that the Sync Server loads at initialization 
time, or when adding a new component Via the Component Manager, 

Each sync server is shown as dedicated to a single application. However, a 
sync- server may handle multiple device types. 

in the embodiment of Figure 96, it should be noted that, depending on the 
device type, there are different configurations for the AOS and AO's. For example, 
the Palm's's AO data store 1050 resides on the Palm® device 804a Itself and a 
separate AOS data store 1052 exists for this configuration (an Orade database). In 
the case of Porlall , the AOS and AO use the data store 1054. 

Device engines can generate additional data packages intended to resolve 
synchronization problems in other systems. For example, interfacing with the 
conflict resolution module 940, if the user makes a change to a particular data store 
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on an application object on his Palm* pilot, then makes an additional change to a 
personal infomnation manager (PIM) application on his personal computer, tiie user 
can specify that the change made on the personal computer will "win" when the 
conflict [s detected by the A engine and the versloning information between the two 
devices. This is essentially a definition that one particular set of data is con~ect and 
should replace the second set of data. 

Rg. 1 0 shows an exemplary embodiment of a de^top device engine used in, 
for example, a Microsoft Windows-based operating syst^ environment. A 
Windows operating system may have at least three specific applications wNch may 
require synchronization. In Fig. 10, the system includes Netscape Communicator 
application 1040 having data such as booianart(s 1021, contacts 1022. and e-mail 
1023; a Microsoft Outbolc application 1042wtiichindudescontacthfQrma6on 1024, 
calendar infomialion 1025, e-mail infomialion 1026, note infonnation 1027, and 
tasks information 1 028; and Windows operating system 1 044 information Including 
Favorites data 1029, file system informafion 1030, and iridividual files 1031 . 

Each particular application 1040, 1042. 1044 has ah associated application 
object 1 010, 1 01 2. 1 01 4. Each of the respective application objects provides data 
back to delta module 850 in a gen eric fomiat which Is usable by the delta module in 
accordance with the fonagolng description of the apparatus shown in Figure 9A. 
From Fig. 1 0. it wilt be additionaiiy seen how the delta module 950 may be ufflized to 
synchronize data between appiicafions running on the same particular server. The 
device engine hence does an intra-system sync such as, for example, between the 
contact information 1022 from Netscape and Uie contact information 1024 from 
Outlook. 

Fig. lOfurther illustrates the modularity of the system of the presentinvenlion 
allowing the device engine to include any number of different application objects to 
be provided on a single device to incorporate all applications njn on that device. In 
operation, during an installation of a device engine into a particular system, the 
installation program may be tailored to provide application objects which may be 
present on a given system. For example, the installation program for a Windows 
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machine will carry any number of applicaiion objects for systems and applications 
which may be present on a Windows machine, The installer will check far the 
presence of given applications, and allow the user to add additional applications 
which maybe installed in locations that are not the normal default installation areas 
for application sipport by the application objects which the installer is carrying, or 
de-select certain applications which, for one reason or another, the user may not 
wish to install an applicaQon object for and render a part of the systein of Oie present 
invenfion. 

In order to provide security and identlficatlDnofparllcularusersIn an Internet- 
implemented synchronizalion system, a management server may be provided in the 
system of frie present invention. The management server is a centralized server 
wNch controls behavior and characteristics of the entire networltof device engines 
across all users. 

Fig. 14 shows a general representation of a management server 1410 
integrated into an exemplary system of the present invention. Also shown in Fig. 14 
is an exemplary device engine 1450 which has HTTP-iitiks to both management 
server 1410, a storage server 1415, and a generic FTP server 1420. As will be 
discussed hereinafter with reference to flie process of the present invention, andthe 
specific Implementation of the data below shown in Rgures 15-1 7, the management 
server interacts with the device engine to control authorized access to Infomnatlon on 
the storage server, or a generic FTP server 1420,1425 to access device-specific 
information storage 1430 in. accordance with the system of the present Invention. 
This allows any device coupling to the Internet to have access to management 
protocols and to retain user information across all platforms which the data which is 
being synched by Uie system of the present invention must access. The 
management server preferably communicates using hypertext transfer protocol 
(HTTP) which may be implemented with a secure sockets layer (SSL) to ensure 
security. The management server supports an authentication Interface that 
requires each device engine to authenticate with the management server before 
performing synchronization. Certain storage server implementations may utilize 
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locking semantics to control read and write access to storage for multipfe device 
engines. For example, in a generic FTP request, if two device engines attempt to 
connect to the same data at the same time, ttiere must be some form of locking 
control to prevent device engines accessing the same data at the same time. In this 
instance, the management server controls the device engine acquisition, renewal, 
and releasing of locks against data stored in the network. 

Each device engine Ig uniquely identified and tracked by the management 
server. This allows for tallorlr^g behavior between the management server and 
specific types of storage systems and device enghe components. All device engine 
components are tagged and version stamped for management via the management 
server. 

Device actions can request updated copies of iridividu^ device engine 
components, permitting self-update and configuration of device engine systems. 
This penmits minimal download designs for device engines that are on low bandwidth 
connections enabling the device engines to downlb&d additional required 
components at a later time. '-^ 

In a further aspect of the system, a value added component may be provided 
where the management server can support client's advertising mechanisms, 
enabling the display of banner or similar advertising on a device engine system 
without the need for a web browser. Cycling of advertisements, statistic collection, 
and the like, are managed via management server protocols. Onfine purchase and 
subscription mechanisms are also supported using the management server protocol. 

The management senrerfuriher supports the accounting, sign-up registration, 
device edition, storage server selection, and similar fiinclicms for each userin the 
system. In one embodiment, the management server may retain password and 
encryption information for a given user account. In a second embodiment, such 
information is not retained. Tlie second embodiment provides the advantage that 
users may feel more secure if the malntalner of the management server is not in 
possession of the password to access data in the users account 

Further information with respect to the management server and the data fJow 
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from the management server to other components of the system of the present 
invention will become apparent with respect to the discussion of the process flow 
and data flow diagrams in Figures 15-17. 

Figure 17 shows a general depiction of ti\e data flow and the functional 
specification of «ie management server utilized in accordance with the present 
invention. 

As shown In Figure 17. follovrfng a welcome request 171 0. a user Is allowed 
to sign out which enables ao add user module 1 712, and subsequently enables an 
add device moditfs 1 714, If sign-up is not requested, information may be provided 
via module 1718. 

As indicated in Figure 17, the add user module 1712 adds userrecordsto the 
user in device database 1 750. Additionally, the add device nrodule 1714 adds users 
and devices to the user device database 1750. A device list 1720, and a device 
engine download and update database 1722, provide selection data for the acW 
device module 1714. The account authentication modiJle'1724 receives input both 
directly from a user log-In from the welcome screen at ITIQ and firom the add device 
module 1714. 

Once an account is aulhenficated and confirmed, the administrator of the 
system of the present Invention having a pnvate data store at 1770 may choose to 
provide a web desktop 1754 which allows access to a users records such as file 
1756, e-mail 1758, calendar 1760, contacts 1 7S2, notes 1764, and tasks 1766. The 
information will be culled from a provider database 1752 which will be synched in 
accordance with the system of the present invention as previously described. In 
essence, the provider database 1 752 accesses data from the device engines 1 780, 
which include, as discussed above, the strange server, each individual device 
engine 1785, and a settings database 1787. 

Other portions of the management server include the locking modules for 
beginr«ng a sync 1732, continuing a sync 1734. and ending a sync 1736. and for 
updating user Information including modifying a user 1742, adding devices 1744, 
removing devices 1746, and modifying devices 1748. 
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Shown in Fig. 14 is an exemplary storage server 1415. Whie stofBge server 
1415 may include a generic storage model accessible through any number of 
standard internet protocols, in accordance with the present invention, a flexible 
storage architecture is provided liatpennits various standard Implementations of the 
system of the present mvention. This altows deployment of network services without 
Installation of new server applications and can be responsible for communicating 
change InformaBon between multiple device engines in a consistent fashion. 

One or more storage servers 1415 may be used to comnwinicate transaction 
amongst a collection of devices. Each users personal Informaaon network is 
represented by a unique account within its own data package storage section. Tho 
storage server 1415 nwintains persistent store collection of data pacicages wtiich is, 
at a nnjinimum, enough data packages to be capsdjie of synchronizing the most out- 
of-date system in a user's given infbmiation network or add information to new 
devfces which are provided in ttie network. Additional data pacicages can be 
maintained to permit rollback of previous versions of inforriiation. Tlie storage server 
can automatically dispose of older data pacl^age storage' and can support aging of 
an inactive accounts. 

Each storage server 1415 may be Implemented using a variety of 
implementations includbig a standard FTP server forany operating system platform. 
The storage server can be imf^emented using HTTP protocols for increased 
effidency and firewall avoidance. The'storage server may tie implemented using 
techniques for local storage such as database access or single file storage of a 
user's entire file systemtree. The storage server 1415 may utilize the stored foreign 
protocol model for moving copies of data packages to other storage servers in the 
system. In one embodiment, the storage server can allow tunneling of information 
using an alternative protocol to other storage servers in cases where firewall 
prevents originating protacol. For example, a storage server can relay an FTP traffic 
inside an HTTP protocol, Storage servers may include their own locking semantics 
to arbitrate multiple device engine access to the same server without the need for a 
separate management server. Each device engine can access only a specific users 
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data package storage area even though the storage server 1415 may maintain a 
larger number of data packages across a large number of users. This allows for 
increased scaling when the storage server Is implemented using file system 
techniques. 

\n one aspect, the storage server is implemented using standard FTP or 
HTTP connections for each operation. HTTP is composed of request response 
pairs. All requests are supposed to be posting commands. Parameters can be set 
in the fonn known as "application/X-WWW-fonn-URLENCODED". The encoding is 
specified as in RFC1866. Functions for the storage server include testing if the 
storage server can reach other users which will retrieve a simple text string, a "get" 
eommand which transfers the contents of a file as in a binary stream of byes; a put 
command as a binary stream of data to the storage server, a directory listing 
command, a remove command, a rename command, an exist command, and the 
like. 

Rgure 1 5 represents a "pull" synchnanizatlon process in acconlance with the 
present invention. Both the puli synchronization illustrated In Fig. 1 5 and the push 
synchronization illustrated In Rg, 16 are done from the perspective of the device 
engine. A pull synchronization as illustrated in Figure 15 is preferably performed 
prior to a push synchronization, This allows the device engine to know whether 
synchronization of its own data is necessary. 

Each device has its own triggering mechanism for in'itiaf ng synchronization. 
Some devices, sudi as Windows clients and Palm® pilots are triggered manually 
whenlheuserpressesa'sync" button. Other devices, such as a cellular telephone, 
may be triggered automatically after another device completes a sync. Regular, 
time-based triggers are supported as well. A web-based applicatton portal vwll sync 
when a user logs into the website security authorization mechanism, and may 
optionally sync on a log-out of (he user or on the session time-out, but only If the 
user has changed data during the session. For each sync, the triggering event 
specifies which application types are to sync for the device. This enables a 
triggering event to trigger only a sync for a particular application type. The 
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management server can specify that no sync is needed for a particular lype of 
application to minimize traffic to tlie storage server. Syncs may be triggered via an 
HTTP request to the server. This rBquestholds information about which device to 
sync and the user tog-in information is bounced to the management server for 
authorization and valldaf on. Syncs may be triggered by sending an HTTP request 
to the server and passing the autiientication information in the data portion of the 
request to the management server. Each device may include a servlet that is 
responsible for retrieving the request and ensuring its proper format before passing 
the synchronization request on to the server. 

The device name and device dass uniquely identify a particular device type 
tfiat is being synchronized, and is contained in the management server. Each user 
has one or more device entries in the management server authorization records and 
each device name is unique for this users space. Por example, If a user has five 
devices with his or her own personal identification number, there will be five 
aulhorization records. There may be two Windows deviees, two different Palm® 
devices and a web service portal, each having their bwh personal identification 
number. 

As shown in Figure 15, the pull synctvonlzation process starts at an idle state 
1405 when the triggering event, described above, triggers a synchrom'zation request 
The synchronization request is confirmed at 1410 and If the request is verified, a 
connecfion is made to the storage server at step 1415. Once a connection is 
established, the connection to the management server is made at step 1420 to 
authenticate the useridentification via ^e nnanagement server. If authentication is 
successful, the management server may Initiate a management server lock on the 
storage server so that no conflicting device engines may couple to the same data at 
the same time. A failure at any of the steps 141 0-1425 will return the system to its 
idle state 1 405. Once the engine server locic is acquired, the storage server will be 
checked to detenDine whether a newversion of the data exisls on the storage sewer 
at step 1430, If no new version exists, the synchronization process ends. 

If a new version of the data exists, the device engine will retrieve the 
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differencB information at step 1435 "o get A." . 

Once a A Is retrieved, conflicts are resolved at step 1450. The resolve 
conflicts step allows a user to resolve conflicts to multiple fypes of data which have 
been dianged on both the server portion of the device and in the local data. 

Once the conflicts have been resolved at step 1450, the A's are applied at 
step 1455. The apply A step 1 455 allows for fiHers and mappings to be accounted 
for on. the local device engine side of the system. As shown at steps 1 460. 1 465. 
1470, and 1475, the A may incfude updates a( the item level 1460, application level 
1465. device level 1470, or network level 1475. In each of the aforemenSorved 
steps, a toop back to the A retrieval step 1435 is provided. When no further A's are 
available, the management server lock is released at step 1440, 

Fig. 16 shows an exemplary push synchronization in accordance with the 
system and method of the present invention. Beginning at !d!e state 1505, a 
synchronizatbn event occurs and if confirmed at step 1510, A'sarechsckedatstep 
151 5. Depending on which type of changes occun-ed, £i network A 1520. device A 
1525. location A 1530, or Item A 1535 win be created. ' ' 

Once the A's for a given application have been created, the method of *ie 
present invention continues at step 1540, which enables a connection to a storage 
server. Upon connectiwi to the storage server, aluitherconnectionto management 
server 1545 will occurto authenticate the user in the system. Failure at any of the 
aforementioned points wilt result in returning to Idle state 1505. Upon authenlicalton, 
a management server lock is enabled to ensure friaC multiple device engines do not 
connect to the same data at the same time, 

Once a lock is acquired at step 1555, A's are uploaded to the system. As 
shown, this may incfude uploading an item A 1 575, an appfication A 1 570, uploading 
a device A 1 565, or a network A 1 560. Once A's have been uploaded to the server, 
management lo ck server 1 580 is released, and the connection to the storage server 
is terminated at step 1595. 

It should be recognized that such a push synchronization need not occur 
directly to a server, but may occur directly to a second device engine in accordance 
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NMith the depiction of the multiple embodiments of the invenlion in Figures 1-7. 

Once informalion is provided into the universal data fomnat, the device engine 
organizes tlie fcnnat Into a data package. Each data package thus includes a 
description of changes to any and all information for particular application, and a 
collection of data packages describes changes across all device, engines including 
all different types of data. With encoding and compression, data packages can 
become very compact to rrinimze bandwidth and storage requirements across the 
system of the present Invention. 

In one particular aspect of the present invention, encoding of the dala 
packages may b b provided in a streaming format to allow processing by the device 
engines with minimal storage and memory configuration at the device engine level. 

The device engine can read the stream and determine vuhich records from 
which applications It needs to update, the particular information present on the 
system on whidi it resides. 

Data packages can be provided in a binary data format This allows data 
paclcages to encode changes to non-applicatjon data 'aia bite level. Hence, If a 
single hit on a system changes, the system of the present invention allows 
synchronization of that bit on another system. Changes are described as a 
sequence of bite-level change operations. One such encoding is uang a sequence 
of insert and copy operations. Insert and copy operations generally defrie a 
particular 'insertion' of a number of bites from a source file, then how many bites of 
a changed source file must be inserted to a particular file, then how many bites to 
insert from a particular new file, with a differencing engine taldng the bites in the 
stream and inserting them into the new file to create the new version of the fBe. 

As will be readily underetood by one of average skill in the art, this allows a 
user to, for example, change a binary file such as a word processing document or 
other type of attachment, and synchronize such an attachment at the binary level. 
Specifically, if one forwards an e-mail of a word document to a second individual, the 
second individual modifies it and wishes to return this document with modifications to 
the first individual, because the first individual has the original file on his system, if 
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both systems are enabled in the system of the present invention, the second system 
need only send the changes or the difference information baclcto the first system in 
order for the frst system to reconstruct the document on the second system using 
tfiis change data to create the document as intended by the second user. 

Multiple caching of both the generation and application of data padcages can 
be utilized to deal with communication issues In accordance with the system of the 
present Invention. It should be further recognized that data packages can be 
merged Into larger meta-dala pactcages. Such meta-data Information, such as the 
organization of muHipie device packages, may be encoded into a larger system 
package. Each system package is essentiaiiy .an encoded sequence of data 
padres. 

Rgure 12 shows the general fomnat of the data package and universal data 
format an object stream hierarchy used in accordance with the present invention. 
With reference to Figures 1 1 and 12, one will note that each item in a particular 
application data structure will have a particular cJassificatipn, such as a file, folder, 
contact, e-mail, calendar, etc. as shown tn Figure 13. The universal data striicture 
contains a mapped item field for each type of data possible from each application 
supported by the system, Hence a ''master^ list of every data field mapping possible 
udll contairt a large number of items. Each application object requires a subset of 
such fields. One reception is an application object used for a Web portal applicatkin 
which provides access to all information available on all devices, including other 
Web portals. 

Particular examples of item fields 1260 whidi maybe included for any given 
item 1 250 are shown in Figure 1 3. Tlies© exemplary item objects may, for example, 
befromanaltocation such as Microsoft Outlook. OuBook allows fornotBitems1310, 
e-mail items 1 320, task items 1 330, calendar items 1 340, bookmark items 1350, file 
items 1360, channel items 1370. folder items 1380, and contact Hems 1 390, all of 
which have fields such as those represented in Figure 13. 

The data format also contains folder information 1240 which allows the 
classification of items and consequently their associated item fields Into particular 
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categories. 

Application objects 1230 Include Infonnatlon on the types of appiicatlcffis fmm 
which information in the stream is included. Device otai'ects 1220 induds information 
on the origin type of device which the infomiation is originating from. Network 
objects 121 0 Include information on a user level to define that the information in the 
data sfrsam is coming from a partict^ar user. 

As detailed above, each application object supports a fblder store interface 
that permits management of collections of information on a folder level, and permits 
management of folder hierarchies of information. The appGcaBon object also 
Includes an Item interface that permits management of individual infonnatlon entries 
such as records or files or components of information entries such as fields within 
records. Each application object further supports an Interface for detection of a 
vendor application. 

A DataPack easentially contains a sequence of transactions describing 
changes to information, This information can span two basic types: structured or 
application data, and unstructured or binary file data.:'transaclions are encoded 
using an efficient streaming format with tags to represent the actual content ot^ects. 
This techraque penmits the continuous extension of the DataPack format as new 
content is supported. 

The general architecture of One package provides far Iransadions, appOcation 
data, nie data, files, objects and identifiers to be carried in the data package. 
Generally, transactions, application data, file data, and files have previously been 
descnlTed. 

The first portion of the data package will be the data package identifier. Eac^ 
transaction has a basic architecture of objects and operations. Each piece of 
content is referred to as an abject and is uniquely represented with a Universally 
Unique Identifier (UUID). Objects typically are represented by a dynamically 
generated UUID, but more common objects are represented by static UUIDs. Each 
UUID preferably has a unique 128 bit value which may be assigned by the system 
provider. 
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Transactlons are broken down into manageable blocks in the fonn of 
individual files. These files are then optionally compressed and encrypted and 
prefixed wfh appropriate headers. Transactions are grouped into specific files 
based on the following rules: 

• Transactions related to accoint information are grouped into a 
Data Pack file. 

• Transactions related io a specific data class are grouped into a 
DataPack file. 

Transactions rafanring to binary data are grouped into separate 
DataPack files for each file object 

A DataPack file is identified using specific rules based on the file name. The 
file name is of the form "UUID.VER" where UUID is the iofentifier for the spedfio 
object and VER Is the transaction version number. TTie version number Is of ttie form 
"D0001" with additional digits used for large version numbers. The "OOOO" value fs 
preferably reserved for tiie base version for the object ■ 

The UUID for the user account is generated by thei Management Server (MS). 
The MS also maintains a current table of UUID values and version numbers that 
provides the root slmcture for understanding' the DataPack files vAitUn a user 
account The MS also provides necessary locking semantics needed to maintain 
consistency when multq^le device engines attempt to synchronize. 

All DataPacks are prefixed with a standardized header that provkies basic 
content infonmation reganJingthe DataPack. Compression and encryption headers 
follow the DataPack header if needed. 

The data package header information wll include versfon signature, applied 
versioning infomiation, content type, A engine type, compression type, encryption 
type, applied size, encrypted size, compressed size, raw data size, and other data 
useful for the device engine in decrypting the data stream to provide the data into a 
fonnat usable for the application. 

The header may optimally have the format 

I I =3 



(72) 



2002-1 49464 



-35- 



Type 


Bytes 


Vernon 


4 


Signature 


4 




A 




4 


ueiia 1 ype 


A 

4 


ComprBsslonTyp 
e 


4 


EncryptionType 


4 


AppliedSize 


4 


EncryptedSize 


4 


Compress edSize 


4 


RawSize 


4 


Reserved 


TBD 



The following CdntenfTyps values are pemnssiMe: 



Field 


Comment 


DP_CX)NTENT„RAW 


Raw 


DP_CONTENT_COMPRE 
SSED 


Compress 
ed 


DP_CONTENT_ENCRYPT 


Encrypted 
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ED 



The DeltaType encodes the typeof binary file differencing used. The folloiwing 
DeltaType values are permissible using DataPackageDeltaType: 



Field 


Comment 


PacicageDeltaTypeUninltiall 

2Bd 


Uninitiaiized 


PackageDeltaTypeRawDat 
a 


Raw binary data 


PackageDeitaTypeDellaXD 
elta 


Xdelfa binary 
difference 


PackageDeltaTypeDellaBDi 

ff 


Bdfff binary; 

drffBrence 



The compression type spedfies wfiefher the DataPac* has been compressed. 
A DataPacl^qgmpression header foliows the DalaPackheaderif a compression type 
is specified. The following CompressionType values are permissible using 
DataPackageCompres sionType: 



Field 


Comment 


PackageCompressionType Uninitialized 


Uninitialized 


PackageCompressionTypeNone 


None 


PackageCompresslonTypePK 


PKZip formal 


PackageCompressionTypeLZS 


LZS fomiat 
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The encryption type specifies wlietherthe Data Pack has been encrypted. A 
DataPack encryption hieader follows the DataPack header if an encryption type is 
specified. TTie following EncryptionType values are permissible using 
DataPackageEncryptionType; 



Field 


Comment 


PackageEncrypfionTypeUrwiitiaEzed 


Unritisfzed 


PeokB0eEncrypHDn'TVp«Nana 


NOM 


RaokageEncryptionTypeXORTest 


XOR masked data 


Padcage&ietyplionTyiieBlowFish 


Blowfish 


PackageEnciypfionTypaTvwRch 


Twolish 



All DataPack compression headers are encodeduj^ng the following fomnat: 



Field 


Size 
(bytes) 


Comment 


Size 


4 


Size of data Including this header 


Venaon 


4 


Version (1) 


Signature 


4 


Signature (4271) 


HeaderType 


4 


Header 

(H eaderTypeCompression) 


Reserved 


12 


Reserved 


DecotnpressedSi 
ze 


4 


Decompressed size 
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Reserved 


50 


Reserved 


Reserved 


12 


Reserved 



The following HeaderType values are pemiissible 
DataPackageHead erType; 



Field 


Comment 


HeaderTypeUnlnifialized 


Uninitialized 


HeaderTypsEncryption 


Encfyption header 


HeaderTypeCompresslo 
n 


Compression 
header 


HeaderTypeRaw 


Raw header . 



All DataPack encrypBon headers are encoded using the fdlowng ftinnat: 



Reld 


Size 
(bytes) 


Comment 


SizB 


4 


Size of data including this 
header 


Version 


4 


Version (6) 


Signature 


4 


Signature (4270) 


HeaderType 


4 


Header ^pe 
(HeaderiypeEncryption) 


Reserved 


12 ■ 




Reserved 
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f DecryptedStZB 


4 


Decrypted size 


InitValue 


16 


TBD 


KeyLength 


4 


TBD 


ClearTextKeyBits 


4 


TBD 


Salt 


4 


TBD 


Padeytes 


4 


TBD 


HMAC 


20 


TBD 


Reserved 


12 


Reserved 



The Ibltaviring Operation values are permissiWe using the Operation dass: 



Field 


Comment 


CINop 


None f- 


clAdd 


Add 


cIDeiete 


Delete 


dChange 


Change 


dMove 


Move 


dRename 


Rename 


dPorceCtian 


Force change vvithout 
conflict 



The following ReldDataType values are permissible using dDataType: 
Field Comment 
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cllnvalidType 


TBD 


dString 


UnFcode String bytes with a 32-bit 
length prefix 


cIStringS 


Unicode String bytes with an 8-bit 
tcri^oi prenx 


clStrinn 1 fi 


unicooQ i>ning_Dytes witr) a i6-bit 
length prefix 


dEmpty String 


TBD 


clB(ob 


32-blt length followed by a byte stream 


clBiobS 


Q-b\t length followed by a byta stream 


dBloble 


16-bit length followed by a byte stream 


dEmptyBlob 


TBD l;i 


clByte 


8-Wt value 


cfShort 


16-bit value 


dDword 


32-bit value 


clQword 


64-bit value 


cIDate 


DATE type (double) 


cIDouble 


8 byte real 


dFioat 


4 byte real 


dUuid 


16 byte uuid 


dZero 


Zero value 
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clOne 


One value 


clUnspedfied 


Unspecified value 


clOefault 


Default value 


dCoIlectfon 


Collection vi4ih 32-brt length 


ctCollectione 


CollecQon with 8-bit lenglh 


cICollection 16 


Collection with 16-bit length 


cEmptyCollection 


Collection with no length 



Data package objects are organized Into a hierarchy as follows: 

Account: := Devicelist + DataClassList 
DeviceLiat: {Device} 

DataClassList: := {DataClass} + Providerlist 
Providerlist: := (Provider} + DataStofeList 
DataStoreList: := {Folder} 4 IteraLisi 
IteraLi5t::= {Item} + FieldLisfc- ' 
FieldList: := {Field} 

An account is the root structure, which identifies infonmatlon aboutfte users 
account. It may have exemplary field tags (eReldTagJNAME]) such as Name, 
Password, UserName and Version. The FieldTag ItemTypo value Is specified as 
• ltemTyp6_PIN using enumltemType. 

A device is a system identified as part of an account. Examples include PCs, 
handhelds. Web sites, and so on. It may have tags (eFieldTagJName]) such as: 
"name- and type' and item type values (eDevicejName]) such as Portal, Palm. 
Windows, CettPhone. 

A data class is a gnauping of similar Infomiation types. Many data classes 
may be represented Ibr a particular account. The data dass may contain field tags 
(eFieldTag_[Name]) such as: Name; ItemType; SubType; IsManaged; Provider; 
Filter and Version. 

The following ItemType values are penmissibie using enumDataClass 
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(eDataClassJName]): 



lia DescriptlQn 

UNKNOWN Unknown 

CONTACT Conlact/address book 
EMAIL Electronic mail 

CALENDAR Calendar 

TASK Task/lodo 

NOTE Notetoemo 

JOURNAL Journal 

BROWSER Web browser favorites, cookies, etc 

FILES ET CollecUonoffBes 

PIN Account Information 

DEVICE Device information 

FILEBODY Contents of file 



A Provider the application that maintains specific information within a data 
class. There cant)© more than one providerfora particular data class. Reldtags 
hdude: Name, AppObjlDj Password, Username and Version. Examples of provider 
tegs . permissible for the provider {eProvider[Name])- include: Portal, Palm®, 
MicrosoftOuHooli^, Lotus Organizer, Microsoft lntemetB<^(prer, Microsoft Windows, 
and so on. 

Data stores are the containers for storing infomiaf on within a provider. There 
can be more than one data store for a particular provider. Folders represent 
structural organization of infomiation within a data store. Data stones are not 
requinad to support folders. Tags (eFialdT agLtName]) supported for each data store 
include: Name, ItemTVpe, IsManaged and OriginalPath. Item types permissible for 
the data store include: untaiown; Folder; MAPI; Dat^ase and Store^Rle. 

Folders represent stnictural organization of infomnatlon within a data store. 
Data stores are not requined to support folders. A folder is represented by a UUID 
and may contain any of the following field lags (eFieldlagLlName]): Name; 
ItemTypa; IsManaged; RIeAttrlbutes; CreationDate; ModificationDate; AccessDate; 
SpedalFolderType. 

The eReWTagJtemType value is specilied as eltemT^e_FOLDER using 
enunnltemType. 

Items are individual informational components consisting of the actual user 
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data. They may contain field tags such as: Name, ItemType, IsManaged, and 
Version. 

File items typically have the foliovi^ng additional field tags 
(eFleldTag_[NameJ): 

FilcAttributos 

CreationDate 

ModificatlonDate 

AccessDatB 

FileSizB 

FileBody 

DeltaSise 

Hash 

Item types may tal<e the format (eltemTypeJName]) and may include: 
extended; folder, attachment; contact; distlist; email; calendar; task; call; note; post; 
journal; fomn; script; mie; favorites; subscription; commonjavorites; desktop; 
common_desktop; startmenu; commDn_startmenu; channels; cookies; programs; 
common^programs; startup; common_startup; sendto;" recent; internet_cache; 
history; mapped.drlves; printers; docs; doctemplalesj. fonts; window_sett}ngs; 
app_datai_folder app_settlngs; filesef pin; device; dataj_-store; tile; provider^ and 
data_cla6s; internal. 

A field is based on one of a set of base type definitions. All field tag 
Infonnation is encoded using the fbllowrfng format: 



Field 


Size 
(bits) 


Comment 


FieldTag 


IB 


Unique tag 
number 


FieldType 


6 


Field base fype 


FieldSubType 


10 


Field sub-type 



A number of Field types are possible, including: unknown; long; dword; date; 
string; binary; f loaf double; collection; uniqueid; qword; uuid; file; invalid. LONG is a 
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four byte vafue encoded in btg-endian format. ReldType DWORD is a four byte 
value encoded in big-endian formal FieldType String is a sequence of Unicode 
characters followed by a single NULL byte, interfaces ane provided with an MBCS 
value. FieldType Binary is a sequence of bytes. ReldType UniquelD is a sequence 
of bytes as defined by the Universally Unique Identifier (UUID) standard. AO 
interfaceB are provided with a Locally Unique Identifier (LUID) value FieldType 
QWORD is an eight byte value encoded In big-endian format FieldType File is a 
UUID that references a separate DataPack containing the file body data. AO 
interfaces are provided with a sequence of Unicode characters followed by a single 
NULL byte thai describes the full path name for the file. 

Any number of filed sub types are possible. Each of the sul>'types includes all 
of the possible data types from all of the supported user applications. As should be 
v/ell understood, the possibilities in the number of sut>^pes is quite large, and 
dynamic as each new application supported bythe system ofthe present invention is 
added. Examples of sub-types include: 



Subrield Paacription DBgcriptioK 

Base Ho sub-typo s^ci£ied 

EinaiiAddrass Email address 

EnailAddrsssLiat Email address list 

SearchKey Search key 

Cata^ocyList Category list 

StringLlat String liat 

DistTlbutionI,lst Diatribution list 

Gender Gender (enunSendsr} 

TimeZohe Tine rone (envaTinieZone) 

Boolean Bcolean (TBDl 

HonZeroBool Boolean with non-zero value (enasiHoiiZeroBool) 

Priority Priority 

Sensitivity Sensitivity (ejiumSeneitivityl 

Importance Importance lenuralinpojrtance) 
SelectedMailingAddr Selected mailing address (enunSelectadHailingAddr) 

TaskStatUS Fask status (cnuinTaslcStatus) 

riagStatus Flag atatus (enumFlagStatus) 

RecucrenceType Recurrence type (eniraiRecurrenceType} 

ITayoitfeek Day of week (enuna}ayOfN»e)c} 

DayOfMonth Day of month (1 through 31) 

InstonceOfMonth Instance of month (enumlnstaRceOfMonth) 

MonthOfYear Hanth of year {ereuniMsnthOfyear) 

BusyStatus Busy status <enuii£u9yStatU3) 

AttachnentType Attachment type {enumAttachjiietitType) 

MailBodyType Mail body type (enurf-lailBodyType) 

RGB RGB color value 

ManagedState Managed state (eniOTManagedState) 

raold F7W3 ID for provider 
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SpecialEbldartYpE Special folder type (enumSpecialFoiderType) 

ResponseState Response state (tBD) 

RasponseStatus Response status |TSD) 

JournalStatus Journal status 

PageStyle Page rtyle 

PageNumberMethod Pago number wsthod 

DBlegationState Cteiegation state 

MaatingStatas Meeting status 

Meetinglnvitation Meeting invitation 

CalendarType Calendar type 

DateOniy Date only 

TiaeOniy Time cmly 

PhoneNuaOjer Phone number 

FiiePath File path 

PopMassagelS POP iwssage ID 

MlMEType MIME type 

INVWilD nil values nust be below this 

Fig, 18 is a generalized block diagram of an exemplary data transfer and 
synchronization system, including various components described above. In 
particular, the system inchjdes network 700, as shovwi in Fig. 7. The network 700 
includes one or more storage mediums, suchi as storage servers 300i, SOOz, of Fig. 
7, A plurality of devices, sucli as those shown in Fig. 7, aje capable of coupling to 
network 700 and exchanging synchroni2atlon infomiatioii ihan ofHinetashton, using 
the techniques described above. These devices include home PC 71 0 and offrce PC 
702, both of which can he synchronized with one another using techniques as 
described above. Device engines as described above are coupled between the 
various devices and network 700. 

In Fig. 1 8, client software is Insialled on both home PC 71 D and office PC 702 
and is configured to operate In conjunction with an operating system such as 
iVllorosoft Windows. The client software, when executed, interacts with the various 
applications on the user's PC. The user interacts with the client software and 
configures the software such that the applications are prioritized. Data is then 
extracted from the various applications, organized in a format independent of the 
particular application and device from which the data originated, and incorporated 
into a data package. With exemplary embodiments of the present invention, various 
classes of data are manipulated in thisfeshlon, including contacts, bookmarics, and 
calendar events. 

In one example, the program Microsoft Outlook is installed on home PC 710 
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of Fig. 18. In this example, ten contacts are programmed in CXjtlook. The user 
instructs the client software to synchronize the contacts using Outlook. The client 
software accesses Outlook, extracts the ten contacts, and assembles the contacts 
into a DataPack CONT. IDGOO, where the UUID "CONT" identifies contact information 
as the specific object, and "DOOQ" signifies that this DataPack is version "0," The 
contacts are combined in DataPack COhJT.D000 as a collection often transactions, 
each of which is assigned a unique ID# 1, 2, . . . 10. Forinstance, ID2 represents a 
contact for John Smith, in this example, each transaction 1, 2, ... 10 has an 
assodatBd action, "Add." DataPack CONT.DOOO is then uploaded to the network 
700 and stored on storage server 30O2. 

Later, office PC 702 connects to the network and identifies DataPack 
CONT.DOOO. in particular, such identification includes office PC 70^1 sending a 
signal to a management server 1802, in this example, informing management server 
1802 that office PC 702 has not downloaded any DataPad<s for the particular data 
class, contacts in this Bxampte, The management sender 1.802 responds by sendrig 
a signal to office PC 702 indicating that a data package. of diange information for 
contacts has been stored on the server 30O2, since the last time office PC 702 
connected to nelwori^ 700. Office PC 702, in response, sends a signal to 
management server 1802 requesting the data package. The most recent data 
paclcage(s) stored on server 300i, are identified, in this exampie, version 0 of the 
contact data, CONT.DOOO. This DataPack COIMTJXXX) is then dovunkiaded to office 
PC 702. The diange information in that data package, 'Adds' of contacts in this 
case, is then applied to the pertinent application in office PC 702. In this example, 
the client software on the office PC is configured to synchronize contacts using a 
Lotus Notes application. Thus, the ten Adds from CONT.DOOO are applied to the 
contacts in Lotus Notes, so that the contact Infonnation in home PC 71 0 and office 
PC 702 is synchronized. The office PC 702 then sends a signal back to 
management sender 1 802 indicating that office PC 702 has applied version ^ of the 
contacts data package{s}. This infomiation is preferably maintained in a registry 
1804 by management server 1802 for each and every device that couples to the 
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network to download and upload cliange infonnalion. 

Subsequently, the userof office PC 702 updates the contacts In Lotus Notes 
and adds one or more contacts, in this example, 20 contacts are added. Thus, the 
Lotus Notes application uploads a second data package to network 700, the data 
package including the 20 contacts and each having the associated action, °Add.' 
This data package represents, of c»urse. more recent change Informat'on than the 
information In CONT.DOOO. The data paclcage uploaded by office PC 702 is 
identified i>y a unique filename, in this exampia, COMT.IDOOI . In addition, office PC 
702 sends a signal to management server 1 802 confimiing that CCX^IT.DD01 has 
been uploaded to networic 700. The registry 1804 is updated to indicate that office 
PC 702 is cunient with, that la, has already applied the change information in, 
CONT.D001. 

Home PC 710 subsequently connects to data network 700, and the client 
software on home PC 71 0 communicates with management server 1 B02 coupled to 
network 700. In particular, home PC sends a signal to management server 1802 
identifying CONT.DOOO as the most recent version of ohahge information the last 
time home PC 719 coupled to data network 700. The management server 1802 
queries the storage servers for any more recent data packages of changes to 
contactinfbrmation. The m^agement server 1 802 identilies sudi data pad<age(s), 
CONT.D001 in this example, and sends a signal to home PC 71 0 Informing home 
PC that such data package(s) exist The client softwrar© on home PC 710 then 
requests the new data package(s), and management sen/er 1802 then downloads 
the data package{s) to home PC 71 0. The change infonnation therein, in this case 
the 20 contacts finom CONT.D001 to be added, is then applied to the contact 
infonnalion maintained by Microsoft Outlook on home PC 710. The communication 
of the change information to Microsoft Outlook and subsequent updates to the 
contacts In Outlook are coordinated by the client software on home PC 71 0. Thus, 
the contact infomiation In home PC 71 0 and woric PC 702 Is again synchronized. 

Other transactions, In addition to "Add," are provWed with exemplary 
embodiments of the present invention. One of these is the transaction, "Modify," 
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Using the present example, after CONT.D001 is uploaded to network 700, the 
contact Information for a person sometimes change. For instance, John Smith may 
call the user on the telephone and tells the user that John has changed his phone 
number. The user then accesses office PC 710. changes the phone number for 
John Smith in the user's contacts. 

The user then activates, for example, a "synchronce" button displayed on the 
computer screen by the dient software, so a new data package or the (Jiangs log, 
CONT.D002, Is created and uploaded to network 700 and stored on one of storage 
servers 300i , 300:. A signal is sent by office PC 71 0 to management server 1 802 
informing mahaganent server 1802 that data package CONT.D0Q2 has been 
uploaded. Data package CONT.D002 differs from data packages CONT.DOOO and 
CONT.D001, in that the action, "Modify" Is used Instead of "Add." The Modify 
command and Vne associated change infbnnation is correlated with the particular 
user. In particular, the Modify instruction is associated with the pertinent ID, in this 
case ID #2 representing John Smith, In addition, data package CONT.D002 
includes the field to be modified, in this example, "Phone," and the new Infbmiaiion, 
in this example, John Smith's new phone number. 

Subsequently, when home PC 702 connects to network 700, using 
techniques described above, the data package CONT.D0Q2 is downloaded io home 
PC 702, and the client software recognizes that, for ID #2, the infonnation within the 
field 'Phone" has been updated. The next time home PC couples to network 700, 
home PC 702 sends a signal to management server indicating that home PC 702 
has received CONT.D002, Tlie modification is then made to this contact information 
via Microsoft Outlook. The home PC 702 then sends a confirmation signal to 
management server 1802, conflnning that home PC 702 has received and applied 
the ctiange infonnation in version #2 of the contacts data packages. The pertinent 
information in the registry for home PC 702 is then updated. If no subsequent data 
packages with change infonnation for contacts have been stored on the storage 
servers, then no data packages are downloaded to home PC 702. 

As changes are made for various classes of data, data packages accumulate 
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on ttie storage servers 300i, 3CX)2 and consume storage space. As the number of 
stored data packages increases, the amount of available storage space on the 
storage servere decreases. In the example above, data package CONT.DOOO 
occupies2 kilobytes ("K"), CONT.D001 occupies 1 K, and CONT.D002 occupies 0.5 
K. Thus, a total of 3.5 K of storage space on the storage servers is occupied by 
these three files. In situations where storage space is limited, for example, to 25 
megabytes ("M''}, a restriction sometimes imposed on a users account, the amount 
of available sbrage space continues to decrease as informatfon is updated, until 
storage space is no longer available for the user on the storage servers. The user 
■nay then become frustrated and generally dissatisfied with ihe entire data transfer 
and synchronization system because he can no longer store change logs. 

• Those both sidlled and unskilled in the art wil appreciate ihe users firuslratiOTi 
in the following scenario. In this example, a user has 2000 e-mails in Ns "In Box" of 
Microsoft Outlook on Hs home PC 702. The user desires to synchronize all of his 
other devices, such as office PC 710, with home PC 702.- Thus, a data package 
MAIL.D00O is created by the client software on home RC 702 and uploaded lo 
networi< 700 for storage. The data package includes ail 2000 e-mails, each having 
an associated and an associated action "Add." In this example, the data 
paclcage MAILDOOO occupies approximately 1 0 M of memory, For a user who has a 
total of 25 M allotted to his account. Recognizing this, the user issues a delete 
command to delete 1500 of ^e 2000 messages, in order to reduce the amount of 
occupied space. A new data package MAILD001 is then created, containing 1500 
"Delete* actions, each associated with a particular one of the e-mail ID #'s in data 
package MAILDOOO. The newdata package MAIL.t3001 occupies an additional 1 M 
of memory, resulting in the occupation of even more storage space on the servers. 
Consequently, while the user in all events expects the amount of occupied storage 
space to be reduced from 10 M to about 1/4 of this value, or 2.5 M, the amount 
actually Increases to 11 M. 

It is therefore desirable to collapse data packages stored on the storage 
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servers whenever possible. Collapsing the data packages, as provided In 
accordance with exemplary embodiments of the present Invention, generafly entails 
combining the data packages for a particular class or data, with superfluous 
information bang deleted. Using the example above, data paclcages MAILDOOO 
and MAILD001 are combined such that the "Delete" actions in MAILD001 replace 
the "Adds" for the same ID Ha in previous data package MAILDOOO, to define a new 
data package MAIL.D001. In an alternative example, tfie "Delete" command only 
applies to one or more fields in a given transaction. This new data package 
preferably ovenwrites the original MAILD001, that Is, the one with only "Delete* 
actions. Data package MAILDOOO fs no longer releyant and, therefore, is deleted. 
After "tiolling the base" in this fashion, only the new MAILD001 data package 
remains on the storage server, and the amount of occupied storage space is thus 
reduced firom 1 0 M to approximately 2.5 M, as the user had expected, 

In Fig. 18, a base nDlling engine 1806, constoicted in accordance with an 
exemplary embodiment of the present invention, is provided to achieve the desired 
collapsing of data packages. The base rolling enginevl^tiS is desirably situated 
within one of the dewce engines 1808 coupled to network 700, In on© exemplary 
embodiment, the activation of base rolling engine 1606 is oontrotled by the user, 
while in another exennplary embodiment, the base rolling engine is activated 
automatically by the data transfer and synchronization system. In embodiments 
where the base rolling engine is manually activated, the user accesses his account 
via one of his devices such as home PC 702, and issues a command to compact his 
data. In one example, this command is executed by the user simply moving a 
pointer over a "Roll the Base" button displayed as part cXz graphical interface on the 
user's display screen, and clicking on this button using a controlling device such as a 
mouse or trackball, 

Rg. 19 is a diagram illustrating a collapsing of data packages, performed in 
accordance with an exemplary embodiment of the present invention. As described 
above, each data package or change fog is stored on a repository sudi as storage 
servers 300u 3002. Within each change log are a plurality of items including, in one 
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exampie, a Parent ID, an ID, an Action, and one or more Fields. The Parent ID 
identifies the relationship of a particular Item with another item, for example, in 
situations wiiere the Items are related hierarchically. The ID and Action items are 
defined above. The fields in each data package identify what particularfields, for the 
class of data, are to be changed. Each field preferably has a unique numeric value 
and includes an attribute representing change information for the field. 

In Rg. 19, there are two data packages, a base versk>n DOOO and a 
subsequent version D001 . Both versions Include the items descnljed sbove and one 
or more fields. In particular, base version DOOO has an ID of 2, an Action "Add" and 
three fields: "RrslName," whicdn has the attribute "John," 'LastName.' having the 
attribute "Smith." and "Web Page.' having an associated URL, "hop:://. . . " Version 
D002 also has an ID of 2, but a change action of *Modify" ratherlhan "Add." Version 
DOOI only has one field, "FirstName" which has the attnt)ute "Scott" 

in Fig. 1 9, when the user issues a command to "noil the base,' ttie base rolling 
engine determines v^hether version DOOO and D002 have one or more of the same 
ID #s. In this example, because both DOOO and D002 have the same ID #2, the two 
data packages are collapsed into, one file. Specifically, a new version D002 is 
created, replacing the original DOOZ data padsge. The Parent ID and ID # of 2 
remain the same, and the change information from D002 is app^d to version DOOO. 
Specifically, the field "FirstName' that both DOOO and D002 have In common is 
Identified, and assigned the more recent atbibute, "Scott" from data package D002. 
The Action remains "Add," and the fields "LastName' and "Web Page" remain as 
"Smith" and URL. "http:// . . respectively, from version DOOO. Thus, in this 
example, tiie new D002 is essentially the same as DOOO, except that the field 
"FirstName" has been replaced with the attribute "ScotL" The nrjodification contained 
in original data package ID002 has actually been made to data package DOOO, 
resulting in new data package D0002. Tfie data package DOOO is ttien.deleted. 

In another exemplary embocflment, showi in Fig. 20, three devices are 
capable of coupling to data network 700, namely Device A, Device B, and Device C. 
In one example, Device A is a palmtop computer. Device B is a home PC, and 
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Device C is an office PC. In other examptes, various other devices as described 
above are used for Devices A, B and C. In Fig, 20, although at least 15 different 
change logs for contact information have been uploaded to the data network, 
Devices A, B and C each have different vwsions of contacts. The contacts in Device 
A have only been updated to Include changes in CONT.D003, Device B is updated 
to incorporate CONT.DOlO, and the Device C has Ijeen updated to CONT.D015. In 
this example, DOXX represents sequential versions of contact tnfbmoati'on; the first 
change log in the sequence is CONT.DOOO, and the 15th change log in frie 
sequence is CONT.D01 5. All of these change logs are stored on storage servers 
' coupled to the data netwvork. 

In Fig. 20, although the versions of contact infomiation among the various 
devices are spread apart, that is, not in sequence, the 1 5 data pacloges stored on 
the storage servers are collapsed according to exemplary embodiments of the 
present invention. First, a plurality of bases versions are defined. In this example, 
the fs-st base data pacliage is defined by collapsing sequential data paci<ages, as 
described above, starting vtnth CONT.DOOO through the version of Device A, in this 
example, CONT.D003. Tha second base data package is defined starting with 
version CONT.D003 of Device A, and collapsing sequenHal change fc>gs through the 
version of Device B, in this example, CONT.DOlO. The third base data package is 
similarly defined by collapsing sequential data packages between CONT.D010and 
CONTT.DOIS. This results in three sequential base data packages, which replace 
data packages GONT. 001 3, D014, and 001 5. Device A is then updated to include 
changes to contact information up to and including new CONT.D013, Device B to 
GONT.D014, and Device G to version D015. 

Throughout the process of defining the new base data packages, 
management server 1 802 maintains in the registry for each device the most current 
vension # of contact Information stored in that device. In the example above; before 
the collapsing operating, Device A is at version 3, Device B at version 10, and 
Device C at version 15. The base rolling engine is in communication with 
management server 1802, ao that when the data packages are collapsed, the base 
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rolling angina requests and receives device information for the particular user from 
management server 1 6CJ2. This includes infonmation identifying all of the devices 
registered bythe user, and what is the most current version of the data class stored 
in each device. 

Ttius, after the.coUapsing operation, when Device B is to be synchronized, 
management server recognizes that Devira B is at vmlon 14, so only data paclcage 
CONT.D015 needs to be downloaded to Device B. Similarly, when Device A 
couples to the network to be synchronized, the change information in CONT.D014 Is 
first applied, then CONT.D015. These updates are all achieved using the 
techniques described above. 

Perfonnfng one or two updates during the time a de\n'ce couples to the 
networic is computationally less complex and. therefore, faster than perfonnning an 
entire sequence of updates. This is due to the fact that for every file that is 
downloaded, a communications channel must be established, the file downloaded, 
and then the channel closed. There is high overhead associated with this opening 
and closing connections. The more times this iteration is performed, the more time 
is monopolized, resulting in higher costs. In the example above, without rolling the 
base as described to bring Device A current to version #1 3 infonnatlon, 1 2 updates 
would need to be perfonmed to update Device A from version #3 to version #15. 
Using the example above, with 12 files, a connection must be opened, file 
downloaded, and connection closed, 12 times. With 3 files, this iteration need only 
be performed 3 timesv Fewer data pacicages are sent from network to Device A 
and, therefore, less data. This, in turn, results in less processing by Device A and 
improved efficiency. 

The aforementioned exemplary embodiments of ttie present invention pn^vide 
a user-centric model of communication to deliver personal information via network 
services. This model accommodates devices that are disconnected from the 
network, such as Vhe Internet, at various times. Personal Information can continue to 
exist locally rather than Imposing a server-centric model on existing inibrmation. 

In accord ance with the foregoing, a store and forward information broadcast is 
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utilized. Changes to existing infomiation are rsplicatedtoan Internet storage server 
and changes are then retrieved by other devices on the network at device-specific 
times. In this manner, direct client communication is accompli^ed without requiring 
one-to-one communicalion. While one communication is supported by the system of 
the present invention, it need not be required. 

Altiiougit the present invention has been presented in the fom of an Internet 
store and fofvrard braadcaetforthe purposes of synchronizing personal information 
amongst various types of devices, it Will be reacRly recognlzeif that synchronizaUon 
need not be accomplished as the only application farti^e aforementioned system, in 
particular, the system can be utilized to efficiently broadcast changes to infbmretion 
in so-caited "push' type intbrntation applications where only portions of the data 
need to be changed on a client application. For example, in a system where 
information such as changes In a stock price need to be broadcast to a plurality of 
users, a client application implementing the aforementioned technology can be 
updated by only changing specific portions of the data' in the client application 
relative to that particular stock price. This can be don»]u$ing a smaller bandwidth 
than has previously been determined with other devices. 

it should be understood that the exemplary embodiments described above 
are only illustrative of the principles of the present invention. Additional variations 
will be apparent to those skilled in the art and, therefore, can be made vrithout 
departing from ^e scope and spirit of the invention. Thus, the invention is not 
limited to the particular details described above. Rather, it Is Intended that the 
claims below cover al! such variatbns and modifications as are vnfriin the scope and 
spirit of the invention. 
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CLAIMS 

What is claimed Is: 

1. A method of collapsing data packages stored in a data transfer and 
synchronization system, the method comprisrig: 

providing a first data package ha\nng a first transaction Including an 
identification number, an action, and a plurality of fields each with an attribute 
representing diange information; 

providing a second data pad^age having a second transaction made 
subsequent to tiie first fransact'on. the second transaction having an identification 
number, an action, and a field with an attribute; 

determining whether the identification number of the second transaction 
corresponds to the Identification number of the first transaction; 

determining whether tlie field of the second transaction correspondsto one of 
the fields of the first transaction; 

combining, when the identification numbers" Of the first and second 
transactions correspond to one another and the field of the second transaction 
con-esponds to one of tfie fields of the first transaction, the first and second data 
packages to define a combined data package iiaving a combined transaction with 
the identification number; and 

replacing the second data package with the combined data package. 

2. The me^od of claim 1 furiher compnsing: 
deleting the first data package. 

3. The method of collapsing data packages of claim 1 , wherein combining the 
first and second data packages comprises: 

detennining the type of action of the second transaction; 
defining, when the action of the second transaction is "Add," the combined 
transaction to include an "Add' action and the con-esponding field and the attritxite of 
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ttle second transaction; 

defining, when the action of the second transaction is 'modify," the combined 
transaction to indude an "add" action and the coiresponding field and the attribute of 
the second transaction; and 

defining, when the action of the second transaction is 'delete," the combined 
transaction to include a "delete" action and the corresponding field 

4. A method of collapsing data packages stored in a data transfer and 
synchronization system, the method comprising; 

providing a first data package having a plurality of first transactions each 
including an Identiricalion number, an action, and a plurality of fields each with an 
attribute representing change information; 

providing a second data package having a second transaction made 
subsequent to the first transactions, the second transacMon having an Identification 
number, an action, and a field with an attribute; 

determining whether the identification number .of .ihs second transaction 
corresponds to one of the identification numbers of the first transactions; 

identifying, when the identification number of the second transaction 
corresponds to the one of the identification numbers of the first transactions, the one 
first transaction; 

determining whether the field of the second transacfion conesponds to one of 
the fields of the Identified first transacfion; 

combining, when the Identification numbers of the second transaction and the 
identified first transaction con-ospond to one another and the field of the second 
fransaction conresponds to one of the fields of the Identified first Iransadion. the first 
and second data paclages to define a combined data package having a combined 
transaction with the identification number; and 

replacing the second data package with the combined data package, 

5. A method of collapsing data packages stored in a data transfer and 
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synchronization system, the method comprising: 

collapsing a first plurality of data paclcages to define a first base data package 
associated with a first device, each data package having a tranaaction, all of the 
transactions having been applied to data in the first device; 

collapsing a second plurality of data packages to define a second base data 
package associated with a second device, eac*! data package having a transaction, 
all of the transactions having been applied to data in the second device; and 

collapsing a third plurality of data packages to define a third base data 
package associated with a third device, each data paclcage having a transaction, all 
of the transactions having been applied to data in the third device. 

6. A base rolling apparatus for collapsing data packages stored in a data 
transfer and synchronization system, the base rolling apparatus situated in a device 
engine on a server coupled to a data network, the apparatus comprising: 

a first providing part whidi provides a first data package having a first 
transaction including an identification number, an actidn;.-and a plurality of fields 
each with an attribute representing change infofmation; 

a second providing part which provides a second data package having a 
second transaction made subsequent to the first transaction, the second transaction 
having an identification number, an action, and a field with an attribute; 

a first determining part which detennines whether theldenllficallon numberof 
the first transaction corresponds to the identrfication number of ttie second 
transaction; 

a second determining part which determines whetherthe field of the second 
transaction corresponds to one of the fields of the first transaction; 

a thirt combining part which combines, when the identification numbers of the 
first and second transactions correspond to one another and the field of the second 
transaction corresponds to one of the fields of the first transaction, the first and 
second data packages to define a combined data padtage having a combined 
transaction with the identification number; and 
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a replacing part which replaces the second data package with the coriAiined 
data package. 
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ABSTRACT 

A base rolling engine for collapsing data packages stored in a data transfer 
and synchronization system. A first data package is provided. Ihs first data 
pacltage has a first transaction Including an Identification number, an action, and a 
plurality of fields. Each field has an attribute representing change infonnation. A 
second data package is also provided. The second data package has a second 
transaction made subsequent to the first transaction. The second tranBaction has an 
Identification nomber, an action, and a field with an attribute. The base roOing 
engine detemines whether the jdeiitlfication number of the second transaction 
corresponds to the identification number of the first transaction. The base rolling 
engine also determines whether the field.of the second transaction con^sponds to 
one of ttie fields of the first transaction. When the identification numbers of the first 
and second transactions coffespond to one another, and the field of the second 
transaction corresponds to one of the fields of the first transaction, the first and 
second data packages are combined. A combined datsi package is thus defined 
having a combined transaction with the identification nujn j^er. The combined data 
package replaces the second data paclcage, and the first data paclcage is deleted. 



